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ABSTRACT Address Resolution Protocol (ARP) spoofing has been a long-standing problem with no clear
remedy until now. The attacks can be launched easily utilizing an enormous number of publicly available
tools on the web; however, they are extremely tough to counterattack due to ARP’s stateless nature for not
authenticating ARP replies for a subsequent request. Previous studies have demonstrated significant efforts
to counterattack these assaults in Software-Defined Networks (SDN); however, much effort has been focused
solely on detecting the assaults, with little effort being made to address performance bottlenecks, scalability,
and Single Point of Failure (SPOF) issues in large-scale networks. In this study, we focus on developing ARP
spoofing attacks detection mechanism in large-scale SDN that is immune to SPOF and provides enhanced
network performance and scalability. The main purpose is to enable controllers to intercept and analyze all
incoming ARP packets, learn address mappings, and store them in the application’s memory to be used as
a basis for ongoing ARP cache comparisons while maintaining a global cache in a controller. To achieve
the goal of this study, a simulation experiment in a closed network environment was undertaken to precisely
monitor network traffic and result patterns. Mininet and the Open Network Operating System were used to
implement the data plane and OpenFlow controllers. The results show that, the proposed solution is resistant
to ARP spoofing attacks, with an average detection and mitigation time of 4.3 and 26.19 milliseconds,
respectively. Further significant improvements have been observed in alleviating SPOF and performance
bottlenecks.

INDEX TERMS ARP cache poisoning, ARP spoofing, software-define network, network security, dis-
tributed controllers.

I. INTRODUCTION
The Internet has been an incredibly dynamic environment
that is always evolving. It has become renowned for its quick
expansion and widespread use due to the continual devel-
opment of telecommunication networks and infrastructure
worldwide [1]. Many businesses have managed to have a
web presence since the Internet has brought an important
opportunity for online businesses. Businesses are constantly
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looking for ways to make their products and services internet-
enabled [2]. The fast growth of the Internet has resulted in
most people relying on it for their daily activities [3], [4].
Due to the increased dependence on Internet usage, cyber-
attacks and criminal activities have become prevalent in our
computing world [5]. Cyber-attacks can result in many secu-
rity consequences, including identity theft and financial loss
due to business disruption, theft of information and money,
and loss of intellectual property rights, which can damage the
competitive advantage of an organization and its reputation.
Any computing device with Internet access is subjected to
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malicious and criminal attacks [6]. The surge in malicious
attacks and activities presents a huge threat to network secu-
rity. Computer systems and network assaults are possible at
numerous levels, from the data link layer to the application
layer of the OSI model.

Address Resolution Protocol (ARP) spoofing is one of
the assaults that, if gone unnoticed, can be the initial step
in further threats such as Denial of Service (DoS), session
hijacking, and Man-in-the-middle (MITM) attacks [7], [8],
[9]. ARP is a fundamental protocol for data link layer com-
munication. It determines the hardware address of a network
device based on its Internet Protocol (IP) address [10]. ARP’s
stateless nature exposes a number of flaws, one of which is
ARP spoofing. The weakness is exploited via intercepting
traffic between two hosts on a Local Area Network (LAN).
Notwithstanding the ease with which an assault may be
launched using an enormous number of freely tools acces-
sible on the web, it is extremely tough to counterattack.
End users generally remain unconscious of the fact that they
are the targets of ARP spoofing assaults until they discover
the disclosure of their confidential information, since the
assailant prefers to monitor the conversation on the channel
rather than interrupt it [8].
The end node intending to send a data frame in unicast

without first identifying the target hardware address must
first broadcast an ARP request message containing the IP
address of the destination host with which it intends to
communicate. The host with the intended IP address will
respond to the sender with a unicast ARP reply message
that includes its Media Access Control (MAC) address [8],
[11]. The ARP request is prone to ARP spoofing since it
need to be broadcasted. Moreover, ARP has a weakness in
not verifying the authenticity of the ARP responses, whether
or not the reply comes from the intended device [8], [9],
[12], [13], [14], [15], [16], [17]. It lacks a reliable technique
to authenticate the ARP responses to determine if they are
genuine or fake. Furthermore, the attacking host can send an
ARP reply to the target host despite the fact that the host
has not requested it at that time. Attackers exploit the ARP
weaknesses by linking the attacker’s MAC address with the
IP address of a target device [13], [14], [15], [17]. Since
network communication in the Data Link Layer relies on the
MAC addresses of the devices, the attacker is able to mirror
both parties, listen to the conversation between these two
parties, and gain access to the data shared by both parties [8],
[15], [18]. Since ARP is the fundamental protocol for LAN
communication and ARP spoofing assaults can be the initial
step in further threats such as MITM, session hijacking, and
DoS, implementing effective measures against ARP spoofing
is important to prevent the impacts that can result from these
attacks. Detecting and mitigating ARP spoofing attacks is
critical in both traditional and Software-Defined Network-
ing (SDN) architectures. Since these networks have distinct
architectural designs, solutions for detecting these attacks
vary.

SDN is a network communication design that seeks
to overcome the constraints of traditional networks.
Importantly, it overcomes the security challenges facing
the traditional network by separating the traditional net-
work operations into control and data planes to enable
more intelligent network operations [19], [20], [21], [22].
It enables dynamic, programmable, and efficient network
configurations to attain optimal network performance and
monitoring [21]. SDN is intended to overcome the static
design of traditional networks and introduce centralized net-
work intelligence by separating the forwarding processes of
network packets from the network control processes [22].
In a traditional network, each device processes its data and
forwards packets in accordance with its algorithms and con-
figurations. There is typically no central control node that
controls the flow of data in the network. On the other hand,
SDN implements the separation between the data forwarding
and the control processes to introduce network controllers for
defining data flow rules and run algorithms in the switches.
The introduction of the centralized control plane with single
or multiple controllers helps improve network performance
and provides efficient mechanisms for network monitoring
and management [13], [21], [22], [23], [24]. The control and
management processes are shifted to the control plane, which
has a variety of applications such as routing logics, network
rules, administrative tools, and security measures [19], [21].
In the SDN network environment, switches are responsible
for forwarding packets in accordance with data flow rules
that have been installed by the controllers [25]. Introducing
network controllers in SDN-based networks for analyzing
traffic and controlling devices, enhances the network security
features for the detection and mitigation of cyber-attacks.
Although SDN offers significant advantages over traditional
networks, its centralized control design creates additional
challenges in terms of performance bottlenecks, reliability,
interoperability, and fault tolerance [26], [27], [28].

To effectively address performance bottlenecks, reliabil-
ity, interoperability, and fault tolerance concerns, this study
leverages the benefits of clustering and distributed controller
architecture and employs the clustered and distributed SDN
control plane architecture. It combines features for distributed
as well as clustered controllers to achieve load balanc-
ing, scalability, efficient network management, and address
Single Point of Failure (SPOF). SDN controller clustering
connects group of controllers as one system to provide a uni-
fied SDN control plane. In this architecture, there is a primary
controller and secondary controllers that provide redundancy
when the primary controller fails. Clusters are commonly
used to improve network service quality by decreasing down-
time and failure by allowing other controllers in the group
to take over in the case of a failure [29]. Each controller in
the cluster is linked to other controllers and exchanges data
to accommodate network demand. The primary controller
shares the network informationwith the secondary controllers
to address SPOF. The use of clustered controller architec-
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ture has challenges related to scalability and performance
bottlenecks, especially for large-scale, distributed networks,
and service providers’ networks [27]. Distributed controller
architecture is recommended for addressing scalability and
performance bottleneck concerns in large-scale networks.
It involves the deployment of multiple controllers at different
locations or network domains, where each controller instance
manages a specific network segment [27], [28]. By combin-
ing the features for distributed and clustered control design in
the solution we are proposing, will help address performance
bottlenecks, reliability, scalability, interoperability, and SPOF
issues, in addition to the detection of ARP spoofing attacks
in large-scale SDN.

Preceding studies have demonstrated great efforts to
enhance ARP security to prevent ARP spoofing attacks in
SDN. However, much of the effort mainly focused on the
detection of ARP spoofing attacks, while less effort wasmade
on addressing performance bottlenecks, scalability, and fault
tolerance in large-scale networks [7], [19], [20], [25], [30],
[31]. Moreover, in the current network era, where optimal
performance and minimal network service downtime are of
paramount importance for large scale networks such as data
centers and cloud-based LANs, it is uncertain whether the
current methods are still relevant in these networks. In this
paper, we present an approach for detecting ARP spoofing
attacks in SDN that is immune to SPOF and overcomes
performance constraints, reliability, and scalability concerns.
The essential idea of this effort is to enable SDN controllers
to intercept and analyze all incoming ARP packets, learn
ARPmappings, and store them in the ARP spoofing detection
application memory, rather than relying only on the con-
troller’s default ARP cache. The controllers will still maintain
a global ARP mapping cache obtained when devices connect
to the network. Thus, controllers will maintain two ARP
cache maps, one in the memory of the application and the
other in the controller’s Operating System (OS) cache. The
SDN controller, through the application, will compare the
ARP mapping of the incoming packets with the two stored
ARP maps to detect any illegal ARP mapping. The attacking
host, once detected, will temporarily be blocked from sending
additional network traffic to prevent damage that can result
from the assaults. Through the distributed and clustered archi-
tecture, the solution will be able to address SPOF, scalability,
and performance bottlenecks such that each controller will
manage part of the network at a time while having a global
view of the entire network as well as acting as a backup to
other controllers. In case of a failure of any controller, backup
controllers will immediately take over with minimal delays.

Our significant contributions for this work can be outlined
as follows:

• We propose a mechanism for the detection of ARP
spoofing attacks in large-scale SDN that is immune
to SPOF and provides enhanced network performance
and scalability.

• We implement an ARP spoofing detection approach
that utilizes the detection application’s ARP cache as

a basis for ongoing comparisons with the global con-
troller’s ARP cache, which is implemented utilizing a
distributed and clustered SDN control plane.

• We evaluate the efficacy of the proposed mechanism by
conducting controlled experiments in network setups of
different sizes and comparing results with the preced-
ing studies.

II. RELATED WORKS
ARP spoofing has been a long-standing issue with no defini-
tive solution until currently. Efforts are being made by
researchers to enhance the ARP security to avoid spoofing
and associated attacks in the SDN environment. In this part,
we explore various similar efforts and their limitations.

Hnamte and Hussain [23] proposed an innovative solution
to counterattack ARP spoofing assaults in SDN environment.
The solution deployed a deep learning (Deep Neural Net-
work) model in the detection scheme to enhance its capability
to detect and counterattack the assaults. A dedicated machine
for continuousmonitoring of the network topology and detec-
tion of anomalies was deployed. The solution was evaluated
in network setups of various sizes to test its effectiveness
across different network sizes. The solution demonstrated
excellent results in detecting the assaults as well as CPU
utilization and network throughput, however, the proposed
solution can suffer from SPOF in case the dedicated device
for anomaly detection fails.

Jamil et al. [20] suggested an auto detection and mitigation
methodology for ARP spoofing and Distributed Denial of
Service (DDoS) attacks in SDN. The methodology deployed
one SDN controller to monitor, manage traffic, define data
flow rules to the SDN switches, and maintain communication
path. In additional to the controller, a server was used for
packet analysis from all hosts in the network and attacksmon-
itoring. The proposed solution demonstrated fruitful results
in detecting malicious ARP packets, however, it may suffer
SPOF in case the server or the controller is under attack or
failure. Furthermore, the use of a single controller can result
in performance bottlenecks for large-scale networks.

A mechanism by Aldabbas and Amin [19] was proposed
to handle address spoofing attacks in SDN-based IoT, which
deployed a single controller to handle control plane oper-
ations. Furthermore, a server was deployed to gather ARP
packets from the data plane and analyze them for possible
malicious traffic. The deployment of the server to handleARP
packets was to reduce processing overheads to the controller,
however, this approach can result in SPOF if the server fails.
Moreover, the use of a single controller can result in perfor-
mance bottlenecks for large-scale networks.

Saritakumar et al. [24] proposed an algorithm against ARP
poisoning attacks in SDN that makes detection decisions
based on IP-MAC IP binding as well as ARP reply counts.
The controller keeps track of the MAC-Port details as well
as the ARP reply iteration counts in the table for contin-
uous monitoring. The algorithm demonstrated effectiveness
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in detecting the assaults. However, there are limited details
related to large-scale networks.

A study by Girdler and Vassilakis [13] focused on com-
bating ARP spoofing in SDN by introducing an Intrusion
Detection and Prevention System that analyzes incoming
ARP packets to detect malicious activities and blocklist
malicious MAC addresses. The system was evaluated for
its effectiveness using specialized software that has been
integrated with a user input validation library. The study
demonstrated improvements in detecting assaults, intrusion
prevention, firewalls, shorter timeouts, and packet drop-
ping. However, there are limited details on how to coun-
terattack SPOF and scalability constraints in large-scale
networks.

Sun et al. [25] proposed an approach that used a cluster
of controllers to analyze and detect spoofed ARP packets in
real time. The controllers were configured in a distributed
architecture to allow traffic distribution for performance
enhancement. Furthermore, a server computer was used to
manage communication among the SDN controllers and pro-
vide each controller with a global view of the entire network.
The server gathered network information from the controller,
stored it, and share it with other controllers to make them
learn the global network IP-MAC mappings, however, the
proposed solution can result in controllers operating in an
isolated fashion in the event of a server failure, causing
performance bottlenecks.

Ibrahim et al. [7] suggested an ARP spoofing attack solu-
tion that used an SDN controller with an extended proxy
capability to detect and drop spoofed ARP packets. The use
of ARP proxy functionality was to reduce the CPU load and
roundtrip time on the controller. The proposed solution was
robust in preventing ARP spoofing attacks and improving
the controller’s response time, however, the use of a single
controller may result in SPOF and performance bottleneck
issues in handling large volumes of traffic, especially for
large-scale networks such as data centers and cloud-based
SDN networks.

A mechanism for defending ARP spoofing attacks pro-
posed by Xia et al. [31] was based on the OpenFlow
platform, a module of the POX controller. The solution
inspected the ARP packets from the hosts to identify and
prevent the spoofed packets. The solution was able to defend
against ARP spoofing attacks; however, performance bot-
tlenecks and fault tolerance issues in large-scale networks
were not well addressed due to the use of a single con-
troller. Khalid et al. [30] proposed an ARP spoofing attack
detection mechanism for checking every ARP packet using
a single SDN controller. The suggested solution made use of
a POX controller and DHCP server. The suggested solution
was based on a reliable IP-MAC table present in the con-
troller. The solution demonstrated resistance to ARP spoofing
attacks; however, it may suffer SPOF and performance bottle-
necks in large-scale networks due to the use of a single SDN
controller.

Table 1 presents a summary for comparative analysis of
prior studies for ARP spoofing attacks in SDN, with their
strengths and limitations highlighted.

As discussed in the literature, most of the studies have
inadequately addressed SPOF, scalability, and performance
bottlenecks in large-scale networks. Their efforts mainly
focused on the detection of forged ARP packets. Addressing
SPOF, scalability, and performance bottlenecks is of high
priority for large-scale networks to enhance optimal network
performance, scalability, interoperability, and service avail-
ability. In this study, we seek to develop a mechanism for
detecting ARP spoofing attacks in SDN that is immune to
SPOF and helps alleviate scalability as well as performance
bottleneck issues.

III. PROPOSED SOLUTION
This work presents a solution to prevent ARP spoofing
attacks on large-scale SDN networks that is immune to SPOF
and performance bottlenecks. This part begins by describing
the detection of ARP spoofing attacks, followed by how the
solution addresses SPOF and performance bottlenecks.

A. ARP SPOOF DETECTOR
As discussed earlier, the previously mentioned solutions
are evidently not fully practicable in large-scale SDN net-
works with massive network traffic that demand excellent
performance and high network service availability. Given
this vantage point, we develop an SDN application proto-
type that resists ARP spoofing assaults while taking into
consideration SPOF, scalability, and performance bottleneck
difficulties. The ARP spoofing detection application inter-
cepts and analyzes all incoming ARP packets from the data
plane. It extracts the IP-MAC details for ARP requests and
replies and store them into ARP requests and reply logs,
respectively, in its memory. We make the assumption that,
at first, when devices connect to the network, they are all
legitimate, and their valid IP-MAC details are captured by
the SDN controller to construct the global ARP cache table
that is stored in its memory. The host is considered mali-
cious only when it starts sending malicious ARP payloads to
impersonate other legitimate hosts. After the application has
extracted the IP-MAC details of the incoming ARP packets,
it then compares them with the previously stored information
and with the global ARP table stored in the memory of
the controller to check for any illegal IP-MAC associations.
Any ARP reply packet is first checked to see if it has its
corresponding ARP request in the ARP request log. In the
event that there is no corresponding request, the packet is
flagged as malicious and dropped. The ARP reply packet
is only valid if it has its corresponding request, otherwise,
it is malicious.

Furthermore, the application checks for associations of a
MAC address with multiple IP addresses in the ARP table
mappings. A valid IP-MAC mapping is only when a single
MAC address is associated with a single IP address. If the
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TABLE 1. Comparisons of ARP spoofing related works in SDN environment.

application detects that a single MAC address is associ-
ated with multiple IP addresses, the packet is flagged as
malicious and dropped. The detected host transmitting the
spoofed ARP packets is temporarily blocked from further
sending malicious ARP packets and is isolated from net-
work communication. We further make the assumption that,

the attacker may connect to the target network using stolen
credentials or any other method and use a legitimate host
in the network to send malicious ARP packets. With this
perspective, we consider blocking the attacking host tem-
porarily rather than permanently to avoid service downtime
in case attackers have compromised the legitimate hosts that
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FIGURE 1. ARP spoof detector flowchart.

provide critical network services to the users to achieve their
goals.

The ARP cache in the application memory remains
unchanged from external applications and acts as the basis for
ongoing comparison to the controller’s default ARP cache.
The comparisons between the controller’s ARP cache and
that of the application aid in detecting changes in the ARP
cache that are susceptible to spoofing. If the ARP cache
changes, the application will immediately detect and tem-
porarily block the host sending malicious ARP packets. The
ARP spoofing detection flow is as presented in Fig. 1. The
decision to block the assaulting host is based on an experi-
ment that determines how long it takes for the host to establish
network communication. According to the experiment sim-
ulations, the connection is established within a period of
5 seconds, as shown in Fig. 2.

Based on these data, we determine the number of malicious
ARP packets identified within 10 seconds. If at least three
malicious ARP packets are discovered, the attacking host gets
flagged as malicious and blocked. We provide a duration of
10 seconds and at least 3maliciousARP packets to avoid false
positive findings that may result in blocking legitimate hosts
and disrupting network services.

B. ADDRESSING SPOF, SCALABILITY, AND
PERFORMANCE BOTTLENECKS
In addressing SPOF, scalability, and performance bottle-
necks, we apply the distributed and clustered control plane
architecture. A cluster of three SDN controllers is configured

FIGURE 2. ARP packets exchange for communication establishment.

FIGURE 3. A cluster of ONOS instances in distributed architecture.

in a distributed manner. Each controller manages a specific
network segment while acting as backup to other controllers
through the primary and secondary principle. Clusters form
a unified system that has a global view of the entire network
and exchanges information to meet network demands. On the
other hand, distributed systems allow distributing network
traffic among the SDN controllers to overcome SDN con-
troller overloads, thus enhancing network performance and
scalability. The distribution of network traffic is based on
network segment rather than individual network traffic in
the sense that network traffic originating from a particular
network segment are managed by a particular SDN controller
and are automatically redirected to another controller only if
the primary controller for that particular network segment has
failed. The use of three controllers is based on the fact that
if one of the controllers fails, the other two can still share
and distribute the network load among themselves, reducing
controller overload. Whereas if we use two controllers and
one fails, the remaining controller may experience perfor-
mance bottlenecks. Based on this assumption, we conclude
that, for large-scale networks, at least three controllers should
be implemented to adequately address SPOF, scalability, and
performance bottlenecks.

IV. MATERIALS AND METHODS
In this section, we describe the materials and methods used in
implementing a mechanism for the detection of ARP spoof-
ing attacks.

A. EXPERIMENTAL SETUP
A computer running Ubuntu 22.04 LTSOSwith an Intel Core
i5, 16GB of RAM, and 10GB of swap memory was used for

80260 VOLUME 12, 2024



L. Patrice et al.: Novel Mechanism for Detection of ARP Spoofing Attacks in Large-Scale SDN

TABLE 2. Experimental simulation setup details.

experimental simulations. We configured three instances of
Open Network Operating System (ONOS)1 controllers, ver-
sion 2.7.0, running in Docker2 containers. ONOS is an open
source SDN controller that supports distributed SDN control
plane. The controllers were configured as a cluster and in a
distributed manner, as indicated in Fig. 3. Docker containers
are lightweight and less resource consuming as compared
to full virtual machines. Docker packages applications, their
dependencies, and system libraries into a container to ensure
that applications function effectively and reliably across sev-
eral environments [32], [33], [34], [35]. The use of Docker
containers was selected to minimize computational resource
constraints, as may be the case for using full virtual machines.
Mininet3 tool version 2.3.0 was used as a testbed for sim-
ulation of data plane network operations. The experiment
was conducted in a closed network environment to accu-
rately monitor the network traffic and result patterns. The
experiment simulation setup details are as summarized in
Table 2. One of the host in the network topology was used
as the attacker to send spoofed ARP payloads. Arpspoof
tool was used to craft and launch the attacking payloads.
Wireshark4 tool was used to capture ARP packets in pcap
data format for further analysis. The captured packets were
scrutinized for any discernible discrepancies. For instance,
the legitimate MAC address for the host with IP 10.0.0.9 is
66:82:a7:8a:27:48; however, it is associated with the second
MAC address of d2:17:c1:27:4e:87, as indicated in Fig. 4.

Performance metrics for resource usage, such as memory
and CPU, were measured. Prometheus,5 cAdvisor6 (Con-
tainer advisor), and Grafana7 tools were used. cAdvisor
is an open-source software capable of extracting resource
utilization and performance metrics from Docker contain-
ers to help understand the resource consumption of the

1Open Network Operating System (ONOS) SDN Controller for
SDN/NFV Solutions (opennetworking.org).

2Docker: Accelerated Container Application Development.
3Mininet: An Instant Virtual Network on Your Laptop (or Other PC) -

Mininet.
4Wireshark: The world’s most popular network protocol analyzer.
5Prometheus - Monitoring system & time series database.
6GitHub - google/cadvisor: Analyzes resource usage and performance

characteristics of running containers.
7Grafana: The open observability platform | Grafana Labs.

running containers. The cAdvisor’s gathered data is exposed
to Prometheus, an open-source tool well suited for dynamic
and containerized environments. Prometheus gathers met-
rics from containers, applications, and services and provides
a query language for analyzing them. Grafana is used in
conjunction with Prometheus for the best visualization of
the analyzed data. It provides interactive and customizable
dashboards and helps present the analyzed data in the form
of charts and graphs.

B. APPLICATION DEVELOPMENT AND DEPLOYMENT
In the development of the ARP spoofing detection applica-
tion, the Extreme Programming (XP) software development
technique was used so as to adapt to the continuously chang-
ing application requirements. The implementation of the
application was based on ONOS controllers. The ONOS
v2.7.0 architype framework was used as a base for building
the application to allow seamless integration with existing
ONOS applications. The Java programming language and the
ONOS Java-based API were used to develop the application.
Apache Maven8 was used to compile the code and build
the ONOS Application aRchive (.OAR) file. OAR is a file
format for ONOS installer files required for the deployment
of ONOS applications in the controller. Maven supports an
easy way of compiling and building ONOS applications
through its project object model (POM) and a set of plugins
for dependence management. The installer file for the devel-
oped detection application was deployed in the configured
controllers for testing and evaluation of its efficacy. The
application was tested by running simulation attacks in a
controlled environment. Attack payloads were crafted and
launched through the Xterm console of the attacking host in
mininet.

The application log was examined and compared with the
captured details from Wireshark by monitoring the switch
port to which the malicious host is connected.

C. SDN CONTROLLERS CLUSTERING
SDN controllers clustering was achieved through the
Atomix9 framework. It allows the development of distributed
applications in a cloud-based environment. Prior to config-
uring the controllers cluster, the cluster of Atomix nodes
was configured for data storage and coordination of the con-
trollers. Three Atomix nodes were configured as a cluster to
connect to each other, share cluster information, and provide
redundancy for controller coordination. The Atomix cluster
provided a base for the formation of the SDN controllers
cluster. Three ONOS controllers were configured as a cluster
on top of the Atomix cluster, whereby each controller was
configured to link with other controllers to have a global view
of the network and be able to exchange informationwith other
controllers in the cluster.

8Maven – Welcome to Apache Maven.
9Atomix.
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FIGURE 4. Malicious ARP packet.

V. RESULTS AND DISCUSSION
In this section, we present the findings of the proposed
mechanism.

A. DETECTION OF SPOOFED ARP PACKETS
The efficacy of the suggested solution against ARP spoof-
ing attacks was evaluated by collecting data from controlled
experiments and analyzing them using Wireshark and the
application log. Spoofed ARP payloads crafted using Arp-
spoof were launched by one of the hosts acting as the attacker
to poison the ARP caches of other hosts in the network.
The proposed solution effectively identified spoofed ARP
packets, including spoofed gratuitous ARP reply packets,
and blocked the malicious host from sending further mali-
cious traffic. A gratuitous ARP reply is a type of ARP
packet that responds without a corresponding request. The
mechanism demonstrated enhanced network security through
real-time detection and mitigation of ARP spoofing assaults.
The experimental results for the detection of spoofed ARP
packets are as depicted in Fig. 5.

B. ARP SPOOFING DETECTION AND MITIGATION TIME
The study conducted experiments with various simulation
scenarios and numbers of hosts to determine response time
variances as the network grows. We utilized 5 switches and
16 hosts, 7 switches and 36 hosts, 9 switches and 64 hosts,
11 switches and 100 hosts, 13 switches and 144 hosts, and
15 switches and 196 hosts as experimental settings. Vari-
ous simulation scenarios were used to assess how well the
proposed mechanism scales with the number of hosts, the
detection mechanism’s performance across different network
sizes, the detection mechanism’s resource utilization as the
network grows, and the mechanism’s adaptability to different
network sizes. We recorded and analyzed the time discovery
to measure the average duration from the launch of an attack
to its detection.We describe time discovery as the time period
when the attacker launches the fabricated ARP packet (when
it arrives at the SDN switch as packet_in) and when the SDN

controller detects it. We further measured and analyzed the
mitigation time. The mitigation time is the time duration from
the detection of the attack to the time when the attacker is
blocked. The results demonstrated excellent performance in
detecting and mitigating spoofed ARP packets, as illustrated
in Fig. 6. A slight increase in detection and mitigation time
was observed when the number of hosts was increased. The
observed slight increase in detection and mitigation time
provides confidence that the proposed solution is suitable for
large-scale networks. In the proposed solution, the mitigation
time was observed to be larger than the detection time due to
the overhead for locating the attacking host connection point
in the network as well as the provision of detecting at least
three malicious ARP packets before blocking the attacker.

Studies by Jamil et al. [20], Aldabbas and Amin [19], and
Sun et al. [25] deployed a server computer in the control
plane so as to reduce the controller overheads in processing
and analyzing ARP packets. The detection and mitigation
response times were recorded in these studies. For instance,
[20] at a network setup of 20 hosts observed a detection time
of about 0.2 seconds; [19] at a network setup of 50 hosts
observed a detection time of about 2 seconds; and [25] at
the network setup of 120 hosts recorded a detection time of
about 191.3 milliseconds; while in the proposed solution, at a
network setup of 144 hosts, a detection time of about 5.5 mil-
liseconds was observed, which is much smaller as compared
to the observed time in these studies. As the number of hosts
in the proposed solution increased to 196, the detection time
was observed to be about 11.2 milliseconds, which was still
significantly shorter than in prior studies. On the other hand,
the mitigation time of the proposed solution was compared
with that observed in the previous studies. Whereas, [19]
observed a mitigation time of about 8 seconds at a network
setup of 50 hosts, and [20] observed a mitigation time of
about 0.3 seconds at a network setup of 20 hosts. In the
proposed solution, a mitigation time of 24.83 milliseconds
was observed at a network setup of 64 hosts. As the number of
hosts increased to 196, a mitigation time of about 38.33 mil-
liseconds was observed, which was still shorter as compared
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FIGURE 5. Detected malicious ARP packets.

FIGURE 6. Detection and mitigation response time.

to existing solutions. From the experimental results, the pro-
posed mechanism demonstrated significant improvements in
terms of shorter detection and mitigation response times,
and it is evident that the use of clustered controllers in a
distributed fashion improves network performance and is
suitable for large-scale networks that scale based on demand.
Fig. 6 shows that the detection andmitigation response curves
grow less steep as the number of hosts increases. This indi-
cates that the suggested solution can support networks to scale
up, which is the best sign for large-scale networks.

C. ADDRESSING SINGLE POINT OF FAILURE AND
SCALABILITY
The SPOF was handled by establishing a cluster of con-
trollers with a global view of the network data. We ran a
simulation to see how SDN controllers share network infor-
mation among themselves. The testing findings revealed that
the flow rules residing in one controller were replicated in
the other controllers. This confirmed that controllers have a
global view of the network and can exchange data among
themselves. We next ran a simulation experiment in which
we turned off one of the controllers and observed the behav-
ior of the network. The results indicated that switches and
hosts handled by the controller that was shut down were
immediately transferred to the administration of the other
remaining controllers acting as secondary controllers to the
one being shut down. Furthermore, the controller primary
balancing process was carried out automatically to distribute
the relocated hosts among the remaining controllers. The

FIGURE 7. Network setup with three clustered controllers in a distributed
setup.

FIGURE 8. Switches and hosts automatically relocated to other
controllers after one of the controller was shut down.

simulation results proved that themechanism is robust against
SPOF and can handle performance bottlenecks through load
balancing. Fig. 7 and Fig. 8 illustrates the results for SPOF
and load balancing.

Most of the prior studies have inadequately addressed
SPOF by relying mostly on the use of a single controller or
a single dedicated machine to analyze and detect malicious
ARP packets. Inadequate existence of redundant controllers
or servers for detection of malicious ARP traffic may result
in SPOF constraints. Reliability for detection of spoofed ARP
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FIGURE 9. CPU usage.

FIGURE 10. Memory usage.

packets being a critical factor, our proposed mechanism has
demonstrated high reliability across networks of different
sizes. As large-scale networks scale based on demand, the
efficacy evaluation of our proposedmechanismwas subjected
to network setups of varying sizes to test its applicability in
large-scale networks. While most of the prior studies have
focused on small to medium-sized networks, our proposed
mechanism has demonstrated improved performance ranging
from small-sized to large-scale networks, making it suitable
for large-scale network deployments.

D. MEMORY AND CPU USAGE
Memory and CPU utilization were measured to evaluate the
resource consumption before, during, and after the attacks.
Attack payloads were launched, and monitoring tools were
utilized to collect and analyze the memory and CPU usage
metrics. As indicated in Fig. 9 and Fig. 10, attack payloads
were launched at around 14:50:45. During the attacking
period, a slight increase in memory and CPU utilization was
observed. The results show that the proposed solution is
efficient in terms of resource consumption. The increase in
the resource utilization sustained shortly due to the block-
ing of the attacking host immediately after the attacks were
detected, preventing the attacker from sending further mali-
cious ARP packets. The controllers remained unaffected by
the attacker payloads, effectively consuming resources.

VI. CONCLUSION AND FUTURE WORK
ARP spoofing is a vital technique for launching other
attacks such as DoS, MITM, and session hijacking. This
study offers technological techniques for preventing ARP
spoofing attacks in large-scale SDN networks. The detec-
tion mechanism keeps two IP-MAC mappings, one in the
detection application’s memory and the other in the con-
troller’s OS. The ARP map in the application memory
serves as a basis for ARP cache comparisons with the

controller’s cache, which aids in detecting any ARP cache
modifications. Once detected, the attacking host is tem-
porarily banned from transmitting malicious traffic in order
to avoid additional harm from these attacks. The assailant
is blocked when at least three malicious ARP packets are
detected within 10 seconds to avoid false-positive results.
The results indicated that the proposed detection mechanism
is resilient against ARP spoofing as it detects and mitigates
assaults in significant time. SPOF, scalability, and perfor-
mance issues were addressed by implementing distributed
clustered controllers, with each controller serving as a backup
to others. Furthermore, load balancing was done automati-
cally to distribute the load among the controllers. The results
demonstrated that the mechanism is robust to SPOF, scal-
ability, and performance constraints. While the proposed
approach achieves the study’s purpose, there is still room
for improvement. Future work might focus on integrating
the proposed mechanism with Machine Learning models to
enhance ARP spoofing detection efficiency. The model can
be built to include attack patterns for other types of net-
work assaults to enhance the mechanism for counterattacking
multiple types of attacks. Moreover, integrating the mech-
anism with network monitoring tools to provide additional
features for sending notifications to network administrators
for further analysis and reporting may enhance its effi-
ciency. Since the proposed mechanism was evaluated using
a machine with inadequate computing resources, the effi-
cacy of the mechanism may be further evaluated by utilizing
computers with high computing resources before real-world
deployments.
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