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ABSTRACT An increasing number of web application services raises significant security concerns. Online
access to these applications exposes them to multiple cyberattacks. The Open Web Application Security
Project has consistently reported SQL injection attacks among the top 10 cyber threats for over a decade,
highlighting the need for more effective detection and prevention strategies. Traditional detection methods,
primarily signature-based, offer basic protection but struggle to identify new signatures embedded within
web requests. An alternative involves Machine Learning (ML) and Deep Learning predictive analytics, which
provide effective solutions for analyzing large datasets to detect and prevent SQL Injection Attacks (SQLIA).
However, these models often face challenges such as high false alarm rates and low accuracy. This study
proposes a hybrid Convolutional Neural Network—Long Short-Term Memory (CNN-LSTM) model for SQL
injection detection. Five architectures were compared: Convolutional Neural Network (CNN), Long Short-
Term Memory (LSTM), Gated Recurrent Unit (GRU), hybrid CNN-LSTM, and hybrid CNN-GRU. Among
them, CNN-LSTM achieved the best results, with 99.85% accuracy, 99.86% precision, 99.85% recall, and
a 99.85% F1-score, while also recording the lowest false positive rate (0.06%) and misclassification rate
(0.15%). CNN-GRU, CNN, and GRU followed closely, though GRU reported the highest false positive rate
(0.16%). The standalone LSTM model performed slightly weaker, with 99.80% accuracy, 99.80% precision,
99.79% recall, and 99.80% F1-score, along with false positive and misclassification rates of 0.06% and
0.20%, respectively. Overall, the findings show that all models achieved near-perfect performance, with
hybrid architectures outperforming single-architecture models.

INDEX TERMS Deep learning, natural language processing, SQL injection (SQLi), cyberattack, hybrid
architectures.

I. INTRODUCTION exponentially [2]. Web applications are confronted with dif-

In this digital era, online services have replaced multiple
traditional services. Data are now managed online and can be
accessed from anywhere in the world. The large-scale adop-
tion of digital technologies across organizations has enabled
new ways of working, communicating, and managing orga-
nizational data [1]. The world has witnessed the widespread
adoption of web applications across organizations [2]. With
the rise of web application usage, cyber-attacks are becoming
a bigger problem for both businesses and users [2]. In recent
years, the number and variety of cyber-attacks have increased
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ferent cyber-attacks, SQL injection being one of the most
exploited attacks [3]. The Open Web Application Security
Project (OWASP) is a worldwide recognized non-profit orga-
nization dedicated to improving software security. Its major
purpose is to give developers, businesses, and security pro-
fessionals information, tools, and resources for identifying,
understanding, and mitigating web application vulnerabili-
ties [2]. According to OWASP, SQLi has remained among
the top ten security threats for over a decade [4].

Structured Query Language (SQL) is a standardized pro-
gramming language utilized for accessing and manipulating
data in the database [5]. The Structured Query Language
injection (SQLi) attack is a prevalent and critical security
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vulnerability in web applications where an attacker manipu-
lates a websites SQL query to gain unauthorized access to the
database. SQLi involves injecting harmful SQL commands
into the user input field, such as input forms, to gain unau-
thorized control over the database [6], [7]. SQLi attacks do
not involve the development of additional malware, only the
construction of structured query statements [8]. This has led
SQL injection attacks to become one of the attacks attackers
frequently use, with attack methods changing as website
technology evolves [8]. With the continuous advancement of
web technologies, the structure of the SQL language remains
dynamic, accommodating various coding techniques. As a
result, conventional detection approaches, such as blocklist
filtering and rule-based detection systems, often fail to
provide effective defense mechanisms.

The emergence of Artificial intelligence and machine
learning has proven effective in identifying indicators of
cybersecurity attacks. In recent years, researchers have
actively worked on SQL injection detection utilizing both
machine learning and deep learning techniques [2], [8], [9],
[10], [11],[12],[13], [14], [15], [16], [17], [18]. Nevertheless,
these models frequently exhibit large false alarm rates and
lower accuracy. The hybrid architecture has proven efficiency
in the detection of other cyberattacks, such as intrusion detec-
tion [19], [20]. However, in SQL injection detection, these
hybrid models are less explored. It is crucial to explore a
deep learning hybrid architecture that can enhance detection
performance and reduce the false alarm rate. Using a hybrid
architecture leverages the strengths of two or more models,
ultimately enhancing the performance of the model.

The motivation for this study comes from the ongoing
challenges faced by current SQL injection detection methods.
Traditional signature-based and rule-based systems strug-
gle to identify obfuscated and evolving attack patterns,
while standalone deep learning models often have high
false-positive rates and limited ability to generalize. These
issues pose significant risks for organizations that depend
on web applications for critical functions. Therefore, there
is a pressing need for a more robust and adaptable detection
model that can identify both local structural anomalies and
long-term query dependencies. This leads to the development
of a hybrid CNN-LSTM architecture supported by feature
selection to enhance detection accuracy and decrease false
alarms.

In Tanzania, threats of SQL injection in web applications
are also reported to be high. Over 50% of high-severity
SQL injection vulnerabilities were reported in 79 assessed
Tanzanian e-government websites [21]. Additionally,
in Tanzanian higher learning institutions, SQL injection
threats, among others, are reported to be a serious con-
cern [22]. Given these significant challenges, more efforts
are necessary to strengthen web application security through
advanced and modern detection mechanisms. To address
these challenges, this paper proposes a hybrid Convolutional
Neural Network-Long Short-Term Memory (CNN-LSTM)
model for detecting SQL injection attacks.
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The scope of this study is limited to developing and eval-
uating a hybrid deep learning model capable of improving
SQL injection detection accuracy, reducing false alarms, and
enhancing generalization across diverse SQLi patterns. This
research is important because SQL injection remains one
of the most damaging attack vectors affecting web applica-
tions, with the potential to expose confidential data, disrupt
essential online services, and compromise public-facing sys-
tems such as e-government platforms. Improving detection
performance, therefore has direct implications for real-world
applications, including web application firewalls, intrusion
detection systems, and automated security monitoring tools.
By achieving higher precision and lower false-positive rates,
the proposed model can significantly reduce unnecessary
security alerts while ensuring that harmful attacks are
accurately identified, resulting in more secure, stable, and
trustworthy online systems.

Firstly, significant features were selected using the
Chi-square test, and sentences were filtered based on the
selected features, creating a cleaner input. Next, the study
utilized the CNN’s ability to learn spatial data and local
patterns from SQL queries, serving as a feature extractor. The
extracted features were passed into an LSTM for learning
sequential patterns within the queries. A comparative anal-
ysis was performed against other developed models (GRU,
CNN, LSTM, and CNN-GRU) as well as existing models.
This study aims to improve SQLi detection by employing a
hybrid architecture to maximize key performance measures
like as accuracy, precision, recall, and Fl-score to reduce
false positives and misclassifications. The research questions
guided this study were as follows:

RQ1: Can hybrid deep learning models outperform stan-
dalone models in detecting SQL injection attacks?

RQ2: Does Chi-square feature selection improve model
accuracy and reduce false positives in SQLi detection?

RQ3: How does the proposed CNN-LSTM model compare
to existing state-of-the-art methods in SQLi detection? The
remainder of this work is structured as follows: Section II
contains information about the related works, Section III
discusses the materials and methods utilized, Section IV dis-
plays the results and discussion, and Section V describes the
conclusion and future works.

Il. RELATED WORKS

Earlier methods for preventing SQL injection (SQLi) attacks
mainly relied on simple programming practices, such as
parameterized queries and input validation, aimed at san-
itizing user inputs and lowering attack risks. While these
approaches worked against basic SQLi, more sophisticated
methods like blind, second-order injections and time-based
were able to bypass these defenses and carry out malicious
queries later in the process [3]. To counter these concerns,
signature-based detection systems were established that use
predefined attack patterns to discover malicious queries in
real-time [3]. However, these systems struggled to detect new
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or disguised assaults that didn’t match known signatures,
resulting in high false positive and negative rates [23].

Later, rule-based methods were established to analyze SQL
query structures more intensely. However, these systems still
experienced high false positives and had difficulty detect-
ing subtle attack variations [24]. As SQLi techniques kept
advancing, anomaly detection systems were adopted to iden-
tify deviations from normal query behavior. While effective
at catching irregularities, their use in dynamic environ-
ments often caused excessive false alarms [25]. To improve
detection accuracy, hybrid techniques that joined static code
examination with dynamic execution were introduced, allow-
ing evaluation of both query structure and runtime behavior.
Still, their dependence on labeled datasets limited their effec-
tiveness, especially since such datasets are often hard to
obtain in real-world situations [26]. Heuristic techniques, like
V1p3R, aimed to overcome this limitation by using error
feedback to adapt detection processes dynamically. Despite
their flexibility, these systems still faced challenges against
highly complex and heavily disguised SQLi attacks [27].

Given these challenges, machine learning (ML) and deep
learning (DL) approaches have been increasingly employed
by researchers for improving SQLi detection. Uwagbole et al
[28], utilized SVM models on a known SQLi patterns dataset,
which contained SQL tokens and symbols and achieved
an accuracy of 98.6% and Fl-score of 98.5%. Similarly,
Ross et al [29], built three datasets of SQLi attacks: one
collected at the web application host, another at a device
node between the web host and the MySQL database, and a
third combining both sources. Using classifiers like JRip, J48,
Random Forest (RF), SVM, and Artificial Neural Networks
(ANN), they found RF to be the most effective, with 98.05%
accuracy on the combined dataset. Tripathy et al. [11],
focused on packet payloads and trained multiple supervised
learning models, with RF achieving the best performance
at 99.8%, followed by AdaBoost, Boosted Trees, Decision
Trees (DT), and Stochastic Gradient Descent (SGD), all
over 98.6%. Similarly, Deriba et al. [12] proposed a hybrid
framework that combined statistical and dynamic features,
achieving up to 99.2% accuracy. In comparison, their SVM
and ANN models scored 96.8% and 98.5%, respectively.

Potinteu and Varga [30] achieved 96% accuracy but only
74% recall and an 81% Fl-score, showing limited effec-
tiveness in consistently detecting malicious inputs. This
gap hints at issues with sensitivity or dataset imbalance.
Jothi et al. [14] presented a more balanced and effec-
tive model, reaching 98% in accuracy and recall, with
a 97% Fl-score. Their findings indicate high level of
consistency between predicted outcomes and actual clas-
sifications, highlighting the robustness of the approach.
However, the performance still lags behind the state of the
art. Falor et al. [13] recorded 94% accuracy and a 96% F1-
score, but only 85% recall, which may limit its ability to
detect all attack instances in real-world use. Chen et al. [10]
outperformed others, with 98.57% accuracy, 99.22% pre-
cision, 97.95% recall, and a 98.58% Fl-score, indicating
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an optimized detection system that accurately finds SQLi
patterns and reduces false positives. Ravishankar et al. [16]
demonstrated consistent performance across all metrics, with
each at 91%, indicating a well-balanced and finely tuned
model. Crespo-Martinez et al. [2] reported 97.23% accuracy,
with both recall and F1-score at 97.3%. The lack of precise
data limits full comparison, but high recall points to effec-
tive threat detection. R. Shakya et al. [15] achieved 95.55%
accuracy and 99% recall, indicating strong detection sensi-
tivity, though missing precision and F1-score data leave the
overall performance assessment incomplete. Takyi et al. [17]
achieved a score of 99.4% across all metrics, including accu-
racy, precision, recall, and Fl-score, highlighting a highly
effective and consistent detection system, likely enhanced by
advanced feature selection or ensemble methods.

From the reviewed literature, most SQL injection detection
models suffer from one or more limitations, including high
false-positive and false-negative rates, poor generalization
to obfuscated queries, limited feature selection strategies,
and inconsistent performance across datasets. It has been
observed that hybrid models are also effective in identi-
fying cyber-attacks in web applications, and some have
even outperformed single deep learning models [19], [20].
Nonetheless, hybrid approaches have been less explored in
detecting SQL injection attacks. These gaps emphasize the
need for a more robust, feature-optimized hybrid model,
precisely the motivation for the CNN-LSTM framework
developed in this study. Additionally, recent research high-
lights the importance of effective feature extraction and
handling data imbalance in improving model performance.
Ibnath et al. [31] demonstrated that selecting distinctive
and informative features significantly enhances the accu-
racy of text-based classification models, supporting the use
of Chi-square feature selection in this study. Similarly,
Hasib et al. [32] provided a comprehensive review of strate-
gies for addressing class imbalance problems, which is
relevant to SQL injection datasets that often contain uneven
distributions of normal and attack queries. These insights
reinforce the methodological choices adopted in our work.

Ill. MATERIAL AND METHODS

The development workflow for detecting SQL injection
attacks, illustrated in Figure 1, follows several key stages.
It begins with data preparation and preprocessing, proceeds
through the experimental setup and model training, and con-
cludes with the evaluation of the models.

A. OVERVIEW OF THE PROPOSED METHOD

The proposed SQL injection detection framework consists of
four main stages: (1) dataset acquisition and cleaning, includ-
ing the merging of institutional and Kaggle data; (2) feature
engineering using TF-IDF combined with Chi-square feature
selection to retain significant terms; (3) sentence pruning to
remove irrelevant tokens and reduce noise; and (4) training
hybrid and standalone deep learning models under iden-
tical settings for fair comparison. This structured pipeline
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FIGURE 1. Model development flow.

ensures high-quality feature representation and robust model
evaluation.

B. DATA PREPARATION

1) DATA ACQUISITION AND AGGREGATION

To train deep learning models, this study utilized two cat-
egories of datasets combined to form a merged dataset.
The first dataset was created by collecting payloads from
the Nelson Mandela Institution of Science and Technol-
ogy (NM-AIST) Research Data Repository system dur-
ing its development and testing phase. Malicious queries
were generated through controlled SQL injection attacks
using SQLMap, configured with comprehensive param-
eters including —tables, —passwords, —current-db, —roles,
—columns, —dbs, —schema, —comments, count, —hostname,
—users, —banner, —privileges, —current-user, —is-dba, —dump,
—level =5, —risk =3, —-random-agent, —batch, and answers =
“follow =Y. SQLMap’s supported techniques (—technique
=BEUST), covering Boolean-based, Error-based, Union-
based, Stacked, and Time-based blind injections, were
executed to ensure comprehensive attack diversity. The sec-
ond dataset, SQLiV3.csv from Kaggle, was incorporated
to introduce additional variability in query structure and
lexical distribution. Before merging, the two datasets were
kept independent to prevent leakage, and their collection
timelines and environments were verified to be distinct.
Consistency checks were conducted to harmonize encoding
formats, align labeling conventions, and identify structural
differences. To quantify potential domain shifts between
the datasets, a Jensen—Shannon Divergence (JSD) analy-
sis was carried out on their TF-IDF feature distributions.
The overall JSD of 0.5775 indicated moderate divergence,
with malicious queries showing relatively low divergence
(JSD = 0.1340) and benign queries exhibiting higher vari-
ability (JSD = 0.5320) [33]. These findings aligned with
expectations, as benign inputs naturally vary across contexts
while malicious payloads generated by automated tools tend
to follow more consistent structural patterns [33].
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Following validation, duplicate payloads were removed
and the datasets were merged, resulting in a combined corpus
of 41,573 benign and 40,365 malicious queries. The inte-
gration of real-application interactions, SQLMap-generated
payloads, and community-sourced samples enhanced diver-
sity, reduced the risk of overfitting, and ensured that the
dataset reflected a wide range of practical SQL injection
behaviors consistent with our previously validated methodol-
ogy [33] The SQLiV3 dataset used in this study is a publicly
available benchmark SQL injection dataset originally pub-
lished on Kaggle by Hussain [34], and has been widely
used in recent research as a reliable source of diverse SQLi
payloads. Additionally, the custom NM-AIST dataset used
in this study is documented in Casmiry et al. [33], where its
collection process and characteristics were formally validated
for SQL injection research.

2) DATA CLEANING

One of the key tasks before training the model is data
cleaning. In this study, data cleaning was performed on
the merged dataset, which involved activities such as han-
dling missing values, removing duplicates, and correcting
errors. Next, word segmentation and stop word removal
were carried out. After cleaning, the final dataset included
34,367 benign and 30,746 malicious queries, totaling 65,113
samples. Within this cleaned dataset, the SQLiV3 subset con-
tributed 19,061 benign and 11,375 malicious queries, while
the custom NM-AIST dataset contributed 15,306 benign
and 19,371 malicious queries. This distribution maintained
diversity across sources while preserving a balanced dataset
suitable for supervised learning. The resulting corpus pro-
vided consistent, high-quality representations of both benign
and attack-related SQL patterns for model training and
evaluation.

3) DATA PREPROCESSING

a: NORMALIZATION

Lexical items were standardized by converting them to low-
ercase, removing special characters, and managing word
inflections. This ensured that words with the same meaning
but different forms are treated consistently.

b: VOCABULARY CREATION

A vocabulary was created by collecting all unique lexical
items from all documents. The unique index was assigned
to each token in the vocabulary to represent a feature in the
models’ input matrix.

¢: FEATURE REPRESENTATION AND SELECTION

Term Frequency-Inverse Document Frequency (TF-IDF)
was used to convert SQL queries into numerical feature
vectors that emphasize distinctive lexical patterns commonly
associated with SQL injection behavior. To further refine the
feature space, Chi-square feature selection was applied to
identify terms most strongly correlated with each class label.
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This methodological choice follows our previously published
work [33], in which the Chi-square test demonstrated strong
capability to reduce noise, improve classifier robustness, and
stabilize feature distributions across SQL injection datasets.
Consistent with that earlier study, the top 2,551 most informa-
tive features were retained out of a total of 49,607 extracted
TF-IDF features, representing approximately 5% of the full
vocabulary. This feature count corresponds to the optimal
plateau region identified through systematic evaluation in the
prior work, balancing dimensionality reduction with retention
of discriminative signal.

Adopting the same optimized feature subset in this study
ensures methodological continuity and provides the deep
learning models with a compact, information-rich represen-
tation. This significantly mitigates feature-space inflation,
enhances computational efficiency, and improves generaliza-
tion by allowing the models to focus only on the most relevant
SQL injection indicators. Chi-square feature selection was
applied to reduce redundancy and mitigate the high noise
levels commonly reported in SQLi datasets, which contribute
to false alarms in prior studies.

d: SENTENCE PRUNING
To reduce noise and focus on relevant terms, the sentence
was pruned by filtering the text based on selected features.
This allowed the dataset to retain only the significant tokens
selected by the chi-square test. The set of important terms
(vocabulary set) was created from selected features. Each
sentence was processed to keep only the words present
in the selected set. This was done using a filter function
that removed irrelevant words, leaving only the statistically
significant terms. This step ensured that the input to the
model was limited to the most informative features, thereby
improving the efficiency and performance of the classifica-
tion process. This step directly addresses a known limitation
in existing work, insufficient removal of irrelevant tokens,
which often leads to inflated feature spaces and reduced
generalization. The mathematical procedures are presented in
Equations (1)—(7).
Let
_ (s yo) 1M

p={(57)} . N
be the corpus of M labeled SQL queries, where s is the i
sentence (query) and y(i) € {0, 1} and its label (0 = benign,
1 = SQLi).

Let
T ={t1,....tn}, 2)

be the full token vocabulary extracted TF-IDF feature repre-
sentation (size N).

Apply Chi-square feature selection to obtain the reduced
feature set of top k tokens:

Vi = top,, (x2 (t. Y)) 4 ET 3)
(In this study k=2551).
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Represent a sentence s as an ordered token sequence:
§ = [W]_, w2""’wns]’wl e T’ (4)

Pruning function (token-level).
Define the indicator function for membership in the
selected vocabulary:

1, Vk,

The pruned sentence pruney (s) is obtained by retaining only
tokens in Vj, preserving the original order:

pruney (s) = [wilw; € s, Iy, (W) = 1]
=[wile(1,...,ng Iy, w)=1] (6)

If all tokens are removed, the pruned query becomes the
empty set.

prune, (s) = 0. @)

e: INPUT REPRESENTATION FOR DEEP LEARNING
After sentence pruning, the next step was to prepare the
data suitable for training deep learning models. To support
supervised learning, class labels were extracted from the
dataset. Tokenization is the process of converting texts into
small units called tokens. Deep learning models can then
process these tokens. In this study, a word-level tokenizer was
implemented. Deep learning models accept uniform input
lengths across all samples, which is achieved by applying
padding to tokenized text. The mathematical procedures are
presented in Equations (8)—(13).

Let each pruned SQL query be represented as a sequence
of tokens:

s = w1, w2, .., wul, ®)
where each token w; is retained after pruning based on the
Chi-square-selected vocabulary Vi

A tokenizer function ¢ (.) Maps each token to a unique
integer index:

¢:Vi—{1,2,.... Vil}. ©))
Thus, each pruned sequence is numerically encoded as:
z=[pw1). ¢ w2),....¢ Wa)l. (10)

Because deep learning models require fixed-length input,
each encoded sequence z is padded or truncated to length L:

x =pad; (z), (11)

where padding uses the value 0 to denote empty positions.
The final model input with corresponding class labels then
becomes:

xl,xz,...,xM}, (12)

Ay ep. a3y
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These numerical representations are then passed to the
embedding layer of each deep learning model for training.

The dataset was partitioned into training (72%), testing
(20%), and validation (8%) subsets using stratified split-
ting, ensuring that the class distribution (benign vs. SQLi)
remained consistent across all partitions.

C. EXPERIMENTAL SETUP

Five deep learning architectures, Convolutional Neural Net-
work (CNN), Long Short-Term Memory (LSTM), Gated
Recurrent Unit (GRU), hybrid CNN-LSTM, and hybrid
CNN-GRU, were chosen and set up for training in this study.
Microsoft Windows 11 Home version 24H2, an x64-based
PC, an 11th Gen Intel(R) Core(TM) i5-1135G7 @ 2.40GHz
(8CPUs), about 2.40 GHz, 16GB of installed RAM, and a
Colab Pro with a Tesla T4 GPU and 25 GB of RAM were the
device characteristics used in these studies.

D. MODEL TRAINING

In this study, all models were trained under identical settings
to ensure that performance differences reflect architectural
strengths rather than inconsistencies in preprocessing or
hyperparameter selection, a limitation frequently noted in
earlier SQLi detection research. All models share a common
foundational structure that begins with an embedding layer
to represent input tokens as dense vectors. This is followed
by feature extraction layers, which vary across models and
include convolutional layers (Conv1D), recurrent layers such
as LSTM and GRU, or hybrid combinations of both. Dropout
layers are applied throughout the architectures for regulariza-
tion, and fully connected dense layers with ReLU activation
are used to learn higher-level feature representations before
the final sigmoid output layer for binary classification. The
consistent architecture backbone ensures that performance
differences can be attributed primarily to the choice and
arrangement of convolutional and recurrent layers rather than
other components.

E. CONVOLUTIONAL NEURAL NETWORK-LONG
SHORT-TERM MEMORY (CNN-LSTM)

The CNN-LSTM model is a deep learning-based system that
chains two different architectures: CNN and LSTM. The
CNN can detect local or spatial patterns in data, making it
useful for spotting suspicious patterns in SQL queries. The
LSTM is effective at learning sequences, which is impor-
tant for understanding sentence context, especially when
attack indicators are spread out in the query. A hybrid
architecture was developed to integrate the complemen-
tary strengths of Convolutional Neural Networks (CNN)
and Long Short-Term Memory (LSTM) networks. An input
layer, a one-dimensional convolutional layer, a pooling layer,
an LSTM layer, and a fully connected layer make up the
model, as shown in Figure 2. The ideal setup makes use
of 128 convolutional filters with a kernel size of 7 and a
pooling size of 2, with an embedding dimension of 100.
A 64-unit LSTM layer captures sequential dependencies,
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and then a 64-unit dense layer follows. A dropout rate of
0.3 is used to reduce overfitting. The Adam optimizer is used
in the training procedure, with a batch size of 32, a learning
rate of 0.0001, and binary cross-entropy as the loss function.
The model incorporates early halting with a patience of five
and is trained for a maximum of thirty epochs to preserve the
best-performing weights. This design was chosen specifically
to address shortcomings in existing models by combining
CNN’s ability to detect structural irregularities with LSTM’s
strength in modeling long-term dependencies, both of which
are crucial for detecting obfuscated SQL injection patterns.
The CNN component extracts spatial patterns such as token
sequences, operators, and structural irregularities within SQL
queries, making it effective for identifying localized attack
indicators. The LSTM layer complements this by captur-
ing long-term dependencies and sequential relationships that
appear in obfuscated attacks where malicious patterns may
be spread across the query. By combining these strengths, the
hybrid architecture provides enhanced robustness compared
to using CNN or LSTM alone.

000 —[E [
000 o
999 — (=]

0O0-0 Bd'e
00O ] — (O
O0--0O O
00O [ ™ | — |0
00O i i LSTM Output
Input layer ConI\;(;I;Jruon F’;oylg]rg Layer layer

R —— EE———

CNN layer

FIGURE 2. CNN-LSTM model architecture.

F. CONVOLUTIONAL NEURAL NETWORK (CNN)

CNN is a deep learning-based model introduced by
Lecun et al. in 1998 [35]. It utilizes convolutional filters
to identify local patterns or spatial dependencies within the
input data and demonstrates good performance in image
processing and natural language processing [36]. CNN has
two key parts: the convolution layer and the pooling layer.
Convolutional kernels are contained in each convolution
layer, and their mathematical formula is given as for-
mula (14). The features extracted by these convolutions are
in very high dimensions. To reduce the feature dimension,
a pooling layer is applied immediately after the convolution
layer. This helps to resolve the challenge and minimize the
expense of training the network.

lt = tanh (xt*kt + bt) , (14)

Here, I; symbolizes the output obtained after convolution,
x; refers to the input vector, tanh represents the activation
function, whereas k; and b; correspond to the convolution
kernel’s weight and bias, respectively.
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G. LONG SHORT-TERM MEMORY (LSTM)

LSTM is a network model introduced in 1997 by
Schmidhuber [37]. This form of the Recurrent Neural Net-
work (RNN) is specifically developed to overcome the
vanishing gradient challenge, which traditional RNN strug-
gles with. It is powerful in learning and remembering
sequential patterns from input data [38], [39]. It has proven
effective in a variety of natural language processing appli-
cations. LSTM provides a memory cell capable of carrying
information across several time steps and controlling when to
forget, update, or output information using a structure known
as gates. Figure 3 depicts the three primary components of the
LSTM memory cell: the forget gate, input gate, and output
gate.

sig = Sigmoid function

Forget gate

Input gate Output gate

FIGURE 3. LSTM cell.

Cell state (c;) represents the memory that flows through the
network and is selectively modified by forget and input gates
over time steps.

Forget gate (f;) chooses what information to throw away
from the previous cell state ¢,_7. It is given by formula (15),
where a value close to 0 indicates forget and close to 1 indi-
cates retain.

fi=0 (wp.[he—1.x:] + by) (15)

The input gate (iy) and candidate values (s;) control what
information to add. It is given by formulas (16) and (17).

ir = o (wi. [h—1.%] + b)) (16)
sy = tanh (ws. [ht_l,xt] + bs) 17

The updated cell state (ct) is given by the formula (18).
¢t =fyxci—1 +ipxss (18)

Output gate (0;) determines the output of the LSTM cell (k)
as given in equations (19) and (20)

0 =0 Wo. [hi—1, %]+ bo) (19)
h; = os+tanh (¢;) (20)
In these equations, x; denotes the current input, ks 7 is
the previous hidden state, ¢;_1 corresponds to the previous
cell state, f, denotes the forget gate, it indicates input gate,

st signifies the candidate cell state, o; denotes the output gate,
and h; denotes the new hidden state.
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H. HYPERPARAMETER TUNING PROCEDURE

A systematic hyperparameter tuning process was conducted
to avoid ad-hoc parameter selection and to ensure optimal
model performance. Using the validation set, a combina-
tion of grid search and iterative refinement was applied to
evaluate different configurations of key parameters. Multiple
convolution kernel sizes, including {2, 3, 4, 5, 7, and 9},
were tested to determine the most effective pattern width
for capturing SQL token interactions, with a kernel size of
7 yielding the best validation accuracy. Embedding dimen-
sions of {50, 100, 150, and 200} were explored, and an
embedding size of 100 provided the best trade-off between
expressive power and generalization. To mitigate overfitting,
dropout rates ranging from 0.2 to 0.5 were evaluated, and
a rate of 0.3 was selected based on its consistent reduction
of validation loss. The learning rate was tuned within the
range {le-4, 5e-4, le-3} using the Adam optimizer, with
le-4 demonstrating the most stable convergence; addition-
ally, a learning rate scheduler was applied to reduce the rate
by a factor of 0.5 when the validation loss plateaued for
several epochs. All selected hyperparameters were further
validated through five-fold cross-validation to ensure their
stability across different data splits and to confirm that the
model showed no signs of overfitting. This rigorous tuning
procedure contributed to the robustness and reproducibility
of the final hybrid CNN-LSTM architecture.

I. MODEL EVALUATION
Five evaluation metrics were employed during the evaluation
phases to evaluate the effectiveness of the developed mod-
els. These measurements included precision, recall, accuracy,
confusion matrix, and F1 score. These metrics provided a
base for comparisons of these deep neural network models.
The model’s accuracy is measured by how effectively it
classifies the input query as normal or SQL injection. It can
be calculated using the formula indicated in equation (21).
Accuracy = TP + TN 21
TP + TN + FP + FN
Precision is used to measure the number of classified positive
cases that were positive. High precision means fewer false
positives. It is given by the formula shown in equation (22).
.. TP
Precision = — (22)
TP + FP
Recall is the evaluation metric that measures the sensitivity
of a model in correctly identifying positive cases. Measures
how many positive cases were correctly classified. It is given
by the formula shown in equation (23).
TP
Recall = ——— (23)
TP + FN
The Fl-score serves as an evaluation metric that integrates
both precision and recall, offering a more balanced eval-
uation of the model. It penalizes the extreme value more
than the arithmetic mean to ensure that both precision and
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recall contribute equally. It is given by the formula shown in
equation (24).
2xrecall xprecision

F 1— score = — (24)
recall + precision

The confusion matrix is a specific layout table that is used to
visualize the performance of the model. The confusion matrix
appears as indicated in Table 1.

TABLE 1. Confusion matrix.

Actually | Actually
Positive | Negative
Predicted | TP FP
Positive
Predicted | FN TN
Negative

Where TP (True Positive), FP (False Positive), TN (True
Negative), and FN (False Negative), True means the values
were accurately classified, and false means the values were
wrong classified.

Additionally, although these metrics provide a wide-
ranging view of model performance, False Positive Rate
(FPR) and Misclassification Rate were derived from the con-
fusion matrix to provide additional interpretability.

The False Positive Rate (FPR) is the proportion of nega-
tives falsely labeled as positive by a model. This can help
understand the model’s tendency to generate false alarms. It is
obtained by the formula (25).

_FP
" TN + FP

Misclassification rate refers to the proportion of total pre-
dictions that were incorrectly classified which gives a
straightforward measure of overall error. It is given by the
formula (26).

FPR 25)

FP + FN
Misclassification rate = + (26)
TP + TN + FP + FN

Additional evaluation and validation methodology

To strengthen the reliability, robustness, and general-
ization assessment of the proposed approach, additional
evaluation procedures were conducted beyond the standard
train—validation—test split. These procedures include cross-
validation analysis, comparison with a baseline machine
learning model, independent test set evaluation, and qualita-
tive error analysis. All evaluations were designed to ensure
methodological consistency and fair comparison across
models.

First, a five-fold stratified cross-validation strategy was
employed to assess model stability and reduce dependency
on a specific data split. The cleaned dataset was divided into
five mutually exclusive folds while preserving the original
class distribution between benign and SQL injection queries
in each fold. In each iteration, four folds were used for
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training and one fold for validation, such that every sample
was evaluated exactly once. All models were trained using
identical preprocessing steps, feature representations, and
hyperparameter settings across folds. Performance metrics
including accuracy, precision, recall, F1-score, false positive
rate, and misclassification rate were computed for each fold,
and final results were reported as the mean and standard
deviation across folds.

Second, to provide a strong non-neural reference point,
an Extreme Gradient Boosting (XGBoost) classifier was
implemented as an additional baseline model. The baseline
was trained and evaluated on the same processed dataset
and under the same stratified splitting strategy used for the
deep learning models. This ensured that differences in per-
formance could be attributed to model capability rather than
data or preprocessing variations. The same evaluation metrics
were applied to enable direct comparison between traditional
machine learning and deep learning-based approaches.

Third, an independent test set evaluation was conducted to
further examine the generalization capability of the proposed
CNN-LSTM model. An external dataset (sqli.csv), not used
during training, validation, or cross-validation, was employed
for this purpose. The trained model was applied directly to
the independent dataset without additional retraining. The
same preprocessing and feature selection pipeline was used to
ensure compatibility. This evaluation provides an additional
safeguard against overfitting and optimistic performance esti-
mates arising from reuse of training data.

Finally, a qualitative error analysis was performed to better
understand model limitations and misclassification behavior.
False positives and false negatives from the test set were
extracted and examined at multiple preprocessing stages,
including the original query, lemmatized form, and pruned
representation. This analysis aimed to identify recurring error
patterns and to assess the impact of preprocessing steps such
as Chi-square feature selection and sentence pruning on clas-
sification decisions.

IV. RESULTS AND DISCUSSION

A. TRAINING AND VALIDATION ACCURACY AND LOSS

The models were evaluated on training and validation accu-
racy and loss. Hybrid models (CNN-LSTM and CNN-GRU)
consistently outperformed standalone CNN, LSTM, and
GRU models, achieving the highest validation accuracy of
99.94 and demonstrating the most stable generalization as
shown in Figures 4, 5, 6, 7, and 8. The CNN-LSTM model
also achieved the lowest validation loss (0.0029), indicating
very precise predictions. The LSTM model had the lowest
training accuracy (99.87%), while the CNN model converged
the fastest due to its parallel feature extraction, but was
slightly weaker in capturing long-term dependencies. Over-
all, hybrid architectures provided the best balance between
feature extraction and sequential learning, leading to superior
performance across metrics.
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FIGURE 8. CNN-GRU model training and validation accuracy and loss.

B. CONVERGENCE BEHAVIOR AND STABILITY
To further distinguish model behavior beyond overlapping
accuracy curves, we analyze convergence behavior and train-
ing stability using epoch-level validation statistics as shown
in Table 2.

Across all evaluated models, validation accuracy exceeded
0.995 after the initial training epochs, indicating rapid conver-
gence for both standalone and hybrid architectures. However,
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TABLE 2. Comparative summary of training convergence and validation
performance across models.

Best Lowes Training

Valida ?ggsih t gg::th Resto | Accuracy
Model | tion Valida red at

Val . Val

Accur Acc) tion Loss) Epoch | Restored

acy Loss Epoch
CNN 0.9990 | 7/10 | 0.0046 10 10 0.9988
LSTM | 0.9990 8 | 0.0041 8 8 0.9981
GRU 0.9990 20 | 0.0035 16 16 0.9988
CNN-
LSTM 0.9994 5-15 | 0.0029 | 8/10 10 0.9989
CNN-
GRU 0.9994 14 | 0.0032 9 9 0.9989

differences in convergence stability and loss minimization are
evident from the epoch-level statistics summarized in Table 2.
The standalone CNN and LSTM models reached their peak
validation accuracy earlier (epochs 7-10 and epoch 8, respec-
tively) but exhibited relatively higher minimum validation
loss values compared to the hybrid architectures. The GRU
model showed a more gradual convergence pattern, achieving
its highest validation accuracy at a later epoch (epoch 20)
while minimizing validation loss at epoch 16, suggesting
slower but steadier training dynamics. In contrast, the hybrid
CNN-GRU and CNN-LSTM models achieved both higher
validation accuracy (0.9994) and lower minimum validation
loss (0.0032 and 0.0029, respectively), with earlier stabi-
lization and reduced oscillation across epochs. Notably, the
CNN-LSTM model maintained high validation accuracy over
a wider range of epochs (epochs 5-15) while preserving
the lowest observed validation loss, indicating more stable
convergence. These results demonstrate that hybrid architec-
tures provide improved training stability and more consistent
optimization behavior compared to standalone CNN, LSTM,
and GRU models.

C. MODELS CLASSIFICATION RESULTS

The CNN-LSTM model outperformed other models across
most metrics, achieving the highest accuracy (99.85%), pre-
cision (99.86%), recall (99.85%), and F1-Score (99.85%),
while also recording the lowest FPR (0.06%) and misclas-
sification rate (0.15%). CNN, LSTM, and GRU models
performed nearly equally with small marginal differences,
although the LSTM model had the lowest accuracy (99.80%),
recall (99.79%), and misclassification rate (0.20%), and the
GRU recorded the lowest precision (99.81%) and highest
false positive rate (0.16%), as shown in Table 3 and Figure 9.
Additionally, CNN-LSTM and LSTM models recorded high
true negatives (6930) and low false positives (4), whereas
the GRU had fewer true negatives (6923) and more false
positives (11). Meanwhile, the GRU recorded high true pos-
itives (6073) and the lowest false negatives (14), closely
followed by the CNN-LSTM with true positives (6072)
and false negatives (15). The LSTM model, however, had
lower true positives (6025) and higher false negatives (22),
as shown in Figure 10. The experimental results demonstrate
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that hybrid architectures consistently outperform standalone
models, confirming the hypothesis raised in the introduc-
tion that combining spatial and sequential feature learning
enhances robustness against complex SQLi payloads. This
performance boost directly addresses limitations identified in
previous studies, such as high false-positive rates and limited
ability to generalize across diverse attack patterns.

TABLE 3. Models classification results.

Model Accura | Precisio Recall | F1- FPR | Misclas
cy (%) n (%) (%) score (%) sificati
(%) on rate
(%)

CNN 99.81 99.81 99.80 99.81 0.12 0.19
LSTM 99.80 99.80 99.79 99.80 0.06 0.20
GRU 99.81 99.81 99.81 99.81 0.16 0.19
CNN- 99.85 99.86 99.85 99.85 0.06 0.15
LSTM

CNN- 99.84 99.84 99.83 99.84 0.07 0.16
GRU

A clear contrast emerges when comparing the proposed
CNN-LSTM model to existing SQL injection detection
approaches. While previous studies typically rely on either
convolutional networks or recurrent architectures alone, the
hybrid CNN-LSTM model integrates both local pattern
extraction and long-term dependency modeling, enabling
superior detection of obfuscated and structurally complex
SQLi payloads. This explains the consistent improvement
across all metrics, as shown in Table 3 and Figure 9. Unlike
prior methods that struggle with high false-positive rates
or limited generalization, the proposed model significantly
reduces misclassification errors and achieves higher stability
across validation metrics. This contrast highlights the archi-
tectural advantage of combining convolutional and sequential
learning for SQLi detection.
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FIGURE 9. Models performance chart.

D. CROSS-VALIDATION RESULTS

To further assess the robustness and generalization capa-
bility of the models, a five-fold cross-validation experi-
ment was conducted. The averaged results are presented
in Table 4. As shown, all models maintained consistently
high performance across folds, with only minimal variance
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FIGURE 10. Model’s confusion matrix. (A) LSTM. (B) CNN. (C) GRU.
(D) CNN-LSTM. (E) CNN-GRU.

(£0.02-0.06), indicating stable learning behavior. The hybrid
models continued to demonstrate the strongest performance,
with CNN-LSTM achieving the highest averaged accuracy
(99.83%) and F1-score (99.82%), followed closely by CNN-
GRU. The standalone models (CNN, LSTM, GRU) showed
slightly lower but still strong performance, aligning with the
expectation that hybrid architectures better capture both local
token patterns and long-range dependencies in SQL queries.
The low variation observed across folds confirms that the
reported results are not dependent on a specific train—test split
and reflect genuine generalization rather than overfitting.
Overall, the cross-validation outcomes reinforce the reliabil-
ity and stability of the proposed CNN-LSTM approach for
SQL injection detection.

E. ABLATION EXPERIMENTS

To assess the effect of chi-square feature selection on deep
learning models, CNN, LSTM, and GRU were tested without
applying feature selection. These models were evaluated
using similar metrics used in other experiments; the models’
classification results are shown in Table 5. The lower
performance across all metrics was observed compared
to the selected features in Table 3. This indicates that
the Chi-square feature selection method boosts the mod-
els’ performance. The ablation analysis was expanded to
more clearly distinguish the effects of feature selection on
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TABLE 4. Models cross-validation results.

Model Accura | Precisio Recall | Fl1- FPR | Misclas
cy (%) n (%) (%) score (%) sificati
(%) on rate
%)
CNN 99.78 + | 99.84 + 99.69 | 99.76+ | 0.14 | 0.22+
0.03 0.04 +0.05 | 0.03 + 0.03
0.02
LSTM 99.77+ | 9991 + 99.60 | 99.75+ | 0.08 | 0.23+
0.04 0.02 +0.06 | 0.04 + 0.04
0.01
GRU 99.79+ | 99.80 + 99.73 | 99.76 + | 0.15 | 0.21 +
0.03 0.03 +0.04 | 0.03 + 0.03
0.02
CNN- 99.83+ | 99.91 + 99.72 | 99.82+ | 0.07 | 0.17 =
LSTM 0.02 0.02 +0.04 | 0.02 + 0.02
0.01
CNN- 99.82+ | 99.90 + 99.70 | 99.80+ | 0.08 | 0.18+
GRU 0.03 0.02 +0.05 | 0.03 + 0.03
0.02
TABLE 5. Ablation experiments.
Model Accura | Precisio Recall | Fl1- FPR | Misclas
cy (%) n (%) (%) score (%) sificati
(%) on rate
(%)
CNN 99.69 99.69 99.68 | 99.68 0.25 | 0.31
LSTM 99.73 99.74 99.72 | 99.73 0.10 | 0.27
GRU 99.72 99.73 99.71 99.72 0.13 | 0.28

each model. By comparing performance with and without
Chi-square—selected features, the study demonstrates how
feature reduction improves generalization, reduces noise, and
stabilizes model performance across architectures.

F. COMPARISON WITH ADDITIONAL BASELINE MODEL
To broaden the evaluation and include a strong machine learn-
ing baseline, the XGBoost (XGB) classifier was also tested
on the same processed dataset. The XGB model achieved an
accuracy of 99.28%, precision of 99.04%, recall of 99.13%,
and an F1-score of 99.08%, with a false positive rate of 0.63%
and a misclassification rate of 0.72%. Although XGBoost
performed well, its results remained lower than those of the
proposed CNN-LSTM model across all major performance
metrics. The higher false positive and misclassification rates
observed in the XGB model indicate challenges in capturing
the structural and sequential complexity inherent in SQL
queries. In contrast, the CNN-LSTM architecture demon-
strated a stronger ability to generalize across diverse SQL
injection patterns, resulting in more accurate and reliable
detection outcomes.

G. INDEPENDENT TEST SET EVALUATION

To further validate the robustness and generalization ability
the proposed CNN-LSTM model, an independent external
dataset (sqli.csv) was used for testing. This dataset was
not included in training, validation, or cross-validation pro-
cesses. The model achieved slightly higher performance than
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the original train—test evaluation, recording an accuracy of
99.87%, precision of 99.95%, recall of 99.79%, and an F1-
score of 99.87%. The false positive rate decreased to 0.05%,
and the overall misclassification rate dropped to 0.13%.
These improvements indicate that the CNN-LSTM model is
capable of maintaining strong detection performance when
exposed to previously unseen inputs. Although the indepen-
dent test set (sqli.csv) was not part of the training data,
it was also sourced from the Kaggle SQL injection repos-
itory, similar to the SQLiV3 dataset used during dataset
merging. While the two datasets are independent, they may
still share structural or linguistic characteristics associated
with common SQL injection patterns generated in similar
environments. As such, the strong performance on this dataset
demonstrates good robustness but should not be interpreted as
a complete measure of generalization across all domains. For
broader validation, future work will evaluate the model using
more heterogeneous sources, including real-world web server
logs and enterprise-level security datasets, to better examine
performance under diverse operational conditions.

H. ERROR ANALYSIS FOR PROPOSED MODEL

To better understand the limitations of the proposed model,
an error analysis was conducted on misclassified samples
from the test set. The analysis revealed two major categories
of errors: false negatives (malicious queries incorrectly classi-
fied as benign) and false positives (benign queries incorrectly
classified as malicious). Clear error patterns emerged, shed-
ding light on how preprocessing, feature selection, and token
reduction influenced model behavior.

1) FALSE NEGATIVES (MISSED SQL INJECTION ATTACKS)
Most false negatives corresponded to queries that became
extremely short or empty after preprocessing. Examples
include single-character inputs such as 6, ), a, asc, and
procedure. After lemmatization and pruning, these queries
contained insufficient semantic information for the model to
infer malicious intent.

Additionally, several obfuscated attacks such as hexadec-
imal payloads (0 x 776169...) and escape-sequence based
injections (\x27UNION SELECT) were pruned to empty
strings or incomplete SQL fragments. This occurred because
Chi-square feature selection removed low-frequency but
meaningful tokens, causing the model to lose critical attack
indicators. Such errors highlight a known challenge in SQL
injection detection: rare or obfuscated payloads often lack
distinctive structural features after normalization.

2) FALSE POSITIVES (BENIGN QUERIES FLAGGED AS
MALICIOUS)

False positives commonly involved benign SQL queries or
non-SQL text that, after pruning, resembled known SQL
injection structures. For instance, SELECT CONVERT(150,
CHAR); was pruned to select convert ( char ), a pattern
frequently observed in type-casting-based injections. Sim-
ilarly, benign text corrupted by noise such as com/]Buy
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Ciddds[/url]. .. was reduced to buy =, a structure resembling
assignment-based attack payloads.

Another source of false positives was lemmatization,
which occasionally mapped benign terms to high-risk SQL
operators. For example, the legitimate token ors was reduced
to or, a known indicator of Boolean-based SQL injection (OR
1=1). Furthermore, removal of table names in benign SQL
(e.g., wp_users) produced truncated queries that resembled
enumeration or exploitation probes.

3) INSIGHTS AND IMPLICATIONS

The error patterns indicate that (i) over-aggressive pre-
processing may remove meaningful context, (ii) obfus-
cated payloads remain inherently difficult to classify, and
(iii) certain benign queries become structurally similar to
malicious ones after pruning. These findings suggest oppor-
tunities for improvement, such as retaining rare tokens, lever-
aging character-level embedding for obfuscated patterns,
and refining pruning rules to preserve essential structural
information.

I. COMPARISONS WITH EXISTING STUDIES

A comparative analysis with existing studies was conducted
as shown in Table 6.

TABLE 6. Comparative results with existing studies.

Authors Accuracy Precision Recall F1-Score
Potinteu & Varga 96% 90% 74% 81%
[30]
Jothi et al. [14] 98% 98% 97% -
Chen et al. [10] 98.57% 97.95% 99.22% 98.58%
Falor et al. [13] 94% 85% 96% -
Ravishankar et al 91% 91% 91% 91%
[16]
Crespo-Martinez 97.23% - 97.3% 97.3%
etal. [2]
R. Shakya et al 95.55% 99%
[15]
Takyi et al.[17] 99.4% 99.4% 99.4% 99.4%
Proposed model 99.85% 99.86% 99.85% 99.85%
(CNN-LSTM)

The proposed model CNN-LSTM outperformed the com-
pared existing studies in all metrics, recording the accuracy
0f 99.85%, precision of 99.86%, recall of 99.85, and F1-score
of 99.85%.

J. DISCUSSION

The results address the shortcomings identified in existing
research, particularly the need for models that generalize
well to diverse SQLi patterns while minimizing false alarms.
The hybrid CNN-LSTM architecture’s ability to combine
local pattern extraction with long-term dependency model-
ing directly contributes to reducing false positives and false
negatives, a recurrent challenge in previous SQLi detection
approaches. The experimental results show that all mod-
els performed very well in distinguishing malicious from
normal SQL queries, with hybrid models outperforming
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single-architecture ones. This supports previous research that
highlighted the advantages of combining different deep learn-
ing architectures for intrusion detection [19], [40]. However,
unlike earlier studies such as Potinteu & Varga [30] (96%
accuracy) and Ravishankar et al. [16] (91% accuracy), the
proposed CNN-LSTM model achieved a significantly higher
accuracy of 99.85%. This indicates that hybrid models, espe-
cially those blending convolutional and recurrent layers, can
better capture both spatial and sequential patterns in SQL
injection data. Interestingly, the single deep learning models
(CNN, LSTM, GRU) performed at nearly the same levels
(99.80%-99.81%), suggesting that both convolutional filters
and recurrent structures contribute equally to feature learning
in this dataset. Nonetheless, the hybrid CNN-LSTM model
maintained a clear edge by combining these strengths, reduc-
ing the false positive rate to 0.06%. Compared to CNN-GRU,
which achieved 99.84% accuracy, the CNN-LSTM demon-
strated slightly better generalization, likely because LSTM
units are more effective at modeling long-term dependencies
than GRUs. The confusion matrices further confirm these
performance differences. All models showed strong classifi-
cation ability, but subtle variations existed. For example, the
LSTM model misclassified more malicious queries as benign
(22 FN) compared to CNN-LSTM (15 FN) and CNN-GRU
(16 FN), indicating that hybrid models are more effective at
lowering false negatives. This is especially crucial in secu-
rity contexts, since undetected attacks pose a higher risk
than false alarms. Similarly, CNN alone produced slightly
more false positives (8 FP) than the hybrid models (4 FP
for CNN-LSTM and 5 FP for CNN-GRU), reflecting its
weaker ability to distinguish benign queries. These find-
ings align with the lower misclassification and false positive
rates seen in the quantitative results for the CNN-LSTM
model. The role of feature selection was also clear. In abla-
tion tests without feature selection, accuracy ranged from
99.69% to 99.73%, but with feature selection, the hybrid
models exceeded 99.84%. This emphasizes the importance of
choosing relevant input features to reduce noise and improve
learning. Overall, these findings highlight two key points.
First, hybrid deep learning architectures are very effective
for SQL injection detection, achieving top results that out-
perform recent methods like Chen et al. [10] (98.57%) and
Takyi et al. [17] (99.4%). Second, with very low mis-
classification (0.15%) and false positive rates (0.06%), the
CNN-LSTM model is highly practical for real-world use,
where minimizing false alarms is essential for system reli-
ability. The confusion matrix analysis further supports this,
showing that CNN-LSTM not only maximizes accuracy but
also reduces critical security errors (false negatives), offering
arobust and dependable solution for SQL injection detection.
Overall, the findings confirm that the limitations highlighted
in the introduction, high error rates, inconsistent perfor-
mance, and limited use of hybrid models can be effectively
mitigated by integrating convolutional and recurrent com-
ponents with feature selection. This positions the proposed
approach as a meaningful improvement over existing SQLi
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detection techniques. The proposed CNN-LSTM model can
be integrated into real-world security infrastructures such as
web application firewalls (WAFs), intrusion detection sys-
tems (IDS), and API gateways. Its low false-positive rate
reduces unnecessary alerts, making it suitable for use in
automated monitoring environments. The model can oper-
ate as part of a backend classification service, scanning
incoming SQL queries in real time and flagging suspicious
payloads for further inspection. Beyond runtime deploy-
ment, the payload-oriented nature of the proposed approach
also enables its application in pre-deployment security set-
tings, where SQL queries generated during testing phases
such as fuzz testing, symbolic execution, or automated
test-case execution can be analyzed to identify potentially
exploitable query patterns before system release. In this set-
ting, the model complements static analysis techniques by
providing behavioral validation of SQL query execution,
thereby contributing to a more comprehensive SQL injection
defense strategy that spans both pre-deployment and runtime
environments.

V. CONCLUSION AND FUTURE WORKS

This paper addresses the problem of a high false alarm rate
and lower accuracy in machine learning and deep learning
models for SQL injection detection. The primary goal is
to enhance SQL injection detection performance by using
hybrid deep learning architectures. Key findings show that
learning both local patterns and sequential patterns improves
good model generalization, where hybrid models outper-
formed single-architecture models. Also, adding chi-square
feature selection improved the performance by reducing the
irrelevant and noise features. These findings indicate that
for better generalization of deep learning models, utilizing
a heterogeneous architecture can improve the performance
and enhance injection detection. Also, although deep learn-
ing models have a high capacity for extracting features
from queries, adopting a feature selection method such as
chi-square helps reduce noise and redundant features, provid-
ing the model with cleaner input. This study is limited to the
need for testing hybrid models in other SQL injection mul-
ticlass data and non-SQL injection datasets. Future direction
will focus on the deployment of the best-performing model
in a web application for real-time SQL injection detection
and prevention. Thus, as science and technology continue to
advance rapidly, cyberattack techniques are also evolving.
Researchers must remain vigilant, exploring diverse
approaches, including hybrid techniques, to combat these
threats, thereby ensuring that information systems remain
aligned with the principles of Confidentiality, Integrity, and
Availability (CIA).
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