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1.Introduction 
Blockchain technology is a distributed electronic 

ledger of digital records, events or transactions that 

are cryptographically secure, extremely hard to forge, 

and updateable through a consensus protocol 

agreeable to all connected nodes. [1] The technology 

uses decentralized consensus algorithms to control 

database consistency. The database is purely 

distributed in nature and is shared to all nodes 

connected to the network. Transactions in the 

databases are bundled together for specified period of 

time to form a block of certain number of 

transactions. These blocks are linked 

cryptographically through hash pointers to form a 

chain of blocks with transactions (Figure 1) [1–3]. 

 

 

 

 

 
*Author for correspondence 

The technology has a multitude of applications in 

various sectors including but not restricted to 

financial services, retail and consumer goods, energy, 

higher education, transportation, manufacturing, and 

telecommunication technologies. It can be applied in 

financial services and contracts including various 

financial assets, for example derivatives, options, 

swaps, and bonds. The blockchains are also used to 

implement applications beyond the financial services 

industry and in more general-purpose industries such 

as government, health, media, the arts, and justice [3–

7].  

 

Blockchains are either permissionless or 

permissioned. Permissionless are open-ended systems 

whereby any node can conduct transactions as well as 

take part in the consensus process to advance the 

network. They are publicly available therefore 

number of nodes are expected to be large, and these 

nodes are anonymous and untrusted since any node 

can join the network. Examples of permissionless 

Review Article 
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blockchains are bitcoin and ethereum blockchains. 

Permissioned blockchains on the other hand are 

close-ended whereby transactions are can be done by 

any node but the process of advancing the network is 

restricted to a fixed set of peering nodes that are run 

by consortium members.   Platforms like hyperledger 

fabric and multichain are aimed at consortiums where 

participation is close-ended [2], [8–10].  

 

The performance of blockchain systems is defined by 

consensus algorithm being used. The consensus 

algorithm plays a very crucial role in maintaining the 

safety and efficiency of blockchain. Achieving 

consensus in a distributed system is challenging, 

consensus algorithms must be resilient to failures of 

nodes, partitioning of the network, message delays, 

messages reaching out-of-order and corrupted 

messages. They also must deal with selfish and 

deliberately malicious nodes. For a blockchain 

network, achieving consensus ensures that all nodes 

in the network agree upon a consistent global state of 

the blockchain [1, 11–13]. 

 

 

 
Figure 1 Blockchain concept 

 

Permissionless blockchain consensus algorithms such 

as proof-of-work, proof of stake and delegated proof 

of stake support open-ended participation but have 

issues in reaching low latencies, immediate 

transaction finality, high performance and good 

scalability. Permissioned platforms on other side 

have semi-trusted members where only known 

participating nodes that are part of a consortium, are 

verified and registered. Number of these members is 

small therefore, it is easy to employ alternative 

consensus algorithms than in permissionless 

blockchain[13–15]. 

 

Consensus algorithms such as byzantine fault 

tolerance, SIEVE and cross-fault tolerance are fast, 

use low computation power but cannot have any 

open-ended participation. To address these 

limitations, several algorithms have been proposed in 

the literature and others are in test networks i.e. 

lightning network and sharding protocols, with each 

algorithm making the required set of assumptions in 

terms of synchrony, message broadcasts, failures, 

malicious nodes, performance and security of the 

messages exchanged. Table 1 shows the summary of 

blockchain consensus algorithms with their 

individual characteristics [16–19].  

 

Most of the blockchain systems run Turing complete 

programs known as smart contracts that encapsulate 

business logic to be executed when certain conditions 
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are satisfied. Once a smart contract program is 

deployed, it cannot be changed. So, unlike other 

software programs, the only way a smart contract can 

be modified is by deploying a new instance [2, 20–

24]. 

 

Nevertheless, in the blockchain systems, valuable 

assets known as tokens or digital coins can also be 

implemented. Blockchain application’s token is a 

smart contract that contains software code defining 

the token’s functionality and a list of addresses 

(users) assigning ownership. So, a token is an 

artificial construct designed to give representation of 

ownership. The token can represent any fungible 

good or service on a blockchain. In addition, a token 

can be used as a reward or incentive, financial 

instrument, or a voting mechanism [25–27]. 

 

This paper focuses on evaluating the performance of 

different implementations of blockchain applications 

on healthcare sector. The rest of the paper is 

structured as follow: Section 2 introduces an 

overview of blockchain based technologies and 

system for healthcare. In section 3 this research 

presents performance evaluation along with metrics 

selected for evaluation. Section 4 presents the 

findings of the study, and section 5 discusses and 

analyses the findings. And lastly, section 6 concludes 

the paper and recommends the future work. 

 

 

Table 1 Blockchain consensus algorithms and their characteristics 

Algorithm Hash Power Number 

of nodes 

Identification of 

new nodes 

Transaction 

verification speed 

Proof of work Yes Large Public Slow 

Proof of stake Yes Large Public Slow 

Delegated proof of stake Yes Low Private Fast 

Proof of elapsed time Yes Low Private Fast 

Deposit-based consensus Yes Large Public Fast 

Proof of importance Yes Low Private Fast 

Byzantine fault tolerance No Low Private Fast 

Federated Byzantine agreement No Low Private Fast 

Hybrid proof of work and proof of stake Yes Large Public Slow 

Proof of DDoS Yes Large Public Slow 

 

2.Blockchain technologies for healthcare 

information systems 
The healthcare is a field that requires more efficient 

and secure system for managing medical records, 

pre-authorizing payments, settling insurance claims, 

and performing and recording more complex 

transactions. The blockchain technology provides 

solutions to those problems. The electronic medical 

records are currently kept in data centers and access 

is limited to hospital and care provider networks. 

Centralization of such information makes it 

vulnerable to security breach and can be expensive to 

maintain [28]. To eliminate that, blockchain stores 

the complete medical history for each patient, with 

multiple granularities of control by the patient, 

doctors, regulators, hospitals, insurers, and among 

others, providing a secure mechanism to record and 

maintain a comprehensive medical history for each 

patient. These ensures tamper-resistant means of 

storing medical history; reduced time in resolution of 

insurance claims and increased efficiency in 

providing insurance quotes; and complete medical 

history of the patient for use by physicians for precise 

drug recommendations[28–30]. 

2.1Blockchain healthcare information systems 

Blockchain technology has already been applied to 

many different aspects in the healthcare domain for 

validating patient data, managing electronic health 

records (EHRs), tracking research methods to 

manufacture safer drugs, among others. For example, 

in ensuring proper interoperability, integrity, and 

privacy of patients’ information, Guardtime and 

Estonian e-Health authority are working together in 

implementing blockchain technology nationwide. 

Additionally, the aim of implementing the technology 

is to ensure transparency, auditability and most 

importantly proper governance and management of 

patient information [5, 31, 32].  However, prescrypt 

under SNS bank N.V and Deloitte is making a system 

that makes it easier for patients to get prescriptions 

that are securely stored in blockchain. The system 

provides patients with full ownership of their medical 

records, allowing them to revoke and grant provider 

access to their personal data. Table 2 shows summary 

of some of the currently available healthcare systems 

in blockchain ecosystem [32, 33, 34–41, 42–50].  
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Table 2 Healthcare information systems in blockchain technology 

Blockchain 

System 

Type of 

blockchain 

Blockchain platform Smart 

contract 

execution 

Token 

usage 

Application 

MedRec Public Ethereum Yes No Medical data management 

MediLedger Consortium/ 

Private 

Ethereum Parity Yes No Pharmaceutical supply chain 

SimplyVital 

Health 

Consortium Health Nexus Yes Yes Electronic healthcare records 

Robomed 

Network 

Public Ethereum Yes Yes Electronic healthcare records 

Healthureum Public Ethereum Yes Yes Healthcare management 

Gem All All No No Patient data 

DokChain Consortium Hyperledger Sawtooth Yes Yes Financial and clinical data 

MediBloc Public QTum Yes Yes Healthcare data platform 

BlockMedx Public Ethereum Yes Yes Doctor prescription 

Patientory Public Ethereum Yes Yes Electronic healthcare records 

MedicalChain Consortium Hyperledger Fabric, 

Ethereum (for token) 

Yes Yes Electronic healthcare records 

 

3.Performance evaluation for blockchain 

based healthcare systems 
3.1Metrics for performance evaluation 

The evaluation process was performed based on 

experiment done using performance monitoring 

framework for blockchain systems [51]. Metrics 

considered are transactions per second (TPS), 

transactions per network data (TPND), transactions 

per memory second (TPMS), transactions per CPU 

(TPC), and transactions per disk I/O (TPDIO) as 

shown in Figure 2. These metrics were chosen 

because measurements of data usage and resources 

consumption can be determined and compared for 

different systems. 
3.1.1Transactions per second (TPS) 

TPS is a measurement of throughput in a period of 

time which represents the number of transactions 

completed in a second by a blockchain system. We 

take period of time from ta to tb as time spent by 

blockchain system to perform certain number of 

transactions (Txs). So, TPS of node (n) in a system 

determined by the following formula: 

 

     
     (        (     ))

     
(    ⁄ ) (1) 

 

Therefore, the average TPS for number (N) of nodes 

is: 

 

   ̅̅ ̅̅ ̅   
∑      

 
(    ⁄ )    (2) 

 
3.1.2 Transactions per network data (TPND) 

 

TPND is a measurement of network flow 

consumption in a period of time when blockchain 

systems share the state of blocks through transfer of 

data between the nodes by using consensus protocol. 

This process ensures each node in the system is in the 

same state. 

 

To calculate TPND in the network, we take a session 

from time ta to time tb as time taken in a blockchain 

network to consume certain amount of network flow 

for certain number of transactions (Txs) in kilobytes 

(kb). TPND of a node (n) in a network can be 

determined by the following formula: 

 

      
     (        (     ))

∫       ( )         ( )
  
  

(     ⁄ )     (3) 

 

Where UPLOAD(t) is the size of upstream to the 

network at time t and DOWLOAD(t) is the size of 

downstream at time (t). The averages of TPND for all 

the nodes connected to the network were determined 

by the following formula: 

 

    ̅̅ ̅̅ ̅̅ ̅̅   
∑       

 
(     ⁄ )           (4) 

 
3.1.3 Transactions per memory second (TPMS) 

TPMS is a measurement to represent the utilization 

of physical and its corresponding virtual memory for 

transactions of a blockchain based programs for a 

certain period of time. To calculate TPMS of a node 

(n) connected to a blockchain network from time ta to 

time tb with execution of certain number of 

transactions (Txs), the following formula were used: 
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     (        (     ))

∫     ( )     ( )
  
  

(   (    )⁄ )  (5) 

 

Where PMEM(t) is a physical memory occupied by a 

blockchain program from time ta to time tb and 

VMEM(t) is its corresponding virtual memory in the 

same time. The average TPMS for entire network is 

calculate by the following equation: 

 

    ̅̅ ̅̅ ̅̅ ̅̅   
∑       

 
(   (    )⁄ )                        (6) 

 
3.1.4 Transactions per CPU (TPC) 

TPC is a measurement which represent metric to 

monitor CPU usage during executions of smart 

contracts in blockchain network. TPC differ from one 

application to another depending on encryption 

algorithms, hash computations and consensus 

protocols utilized. Equation (7) shows formula to 

calculate TPC of node n from time ta to tb: 

 

      
     (        (     ))

∫      ( )
  
  

(   (     )⁄ )       (7)     

 

Where F is frequency of single CPU core and CPU(t) 

is a CPU usage of a blockchain application from ta to 

tb. The average TPC for entire blockchain network 

with nodes N is: 

   ̅̅ ̅̅ ̅̅   
∑      

 
(   (     )⁄ )         (8) 

 
3.1.5Transactions per disk I/O (TPDIO) 

TPDIO is a metric to measure the utilization of read 

and write to the secondary storage during execution 

of blockchain applications such as contracts 

executions and block commits in a specific period of 

time. The formula for calculating TPDIO for a node n 

connected to the blockchain network is as follow: 

 

        
     (         (     ))

∫      ( )      ( )
  
  

(     ⁄ )      (9) 

 

Where ta and tb are the time to start and finish 

program execution respectively, DISKR(t) and 

DISKW(t) are the amount of data read from storage 

and data written to the same storage respectively 

from time (ta) to time (tb). The average of TPDIO for 

whole network with number of nodes (N) is: 

 

     ̅̅ ̅̅ ̅̅ ̅̅ ̅   
∑        

 
(     ⁄ )                          (10) 

 

 

 
Figure 2 Metrics for evaluating blockchain systems 
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4.Evaluation results 
The evaluation was done based on performance 

experiment conducted on Ethereum[52], Parity[53], 

and Hyperledger Fabric[54] blockchain platforms. 

The experiment was based on 1000 smart contracts 

using nodes with Intel Core i7-4790 3.60GHz CPU 

and 8GB of RAM [51]. The blockchain based 

healthcare systems evaluated were selected based on 

their popularity, type of blockchain they belong, and 

their overall functions. These systems are patientory 

[37] which runs on public ethereum platform [42], 

MediLedger [36] running on private parity platform 

[35], and MedicalChain[34] running on consortium 

hyperledger fabric platform[48].  

 

Data in smart contracts stored in ledgers consist of 

world state (information stored in key-value 

databases) and blockchain state (the history of all 

transaction in root form i.e. markle patricia tree for 

ethereum and parity platforms and bucket tree for 

hyperledger fabric platform). The transactions 

assessed in the following processes; 1) user 

submitting data/input to the system from his/her 

node, 2) the process of checking the validity of 

entered data from other nodes in the network, 3) the 

execution process done with smart contract code, 4) 

the process of propagating and comparing results, 

and 5) updating the world state and the state of the 

blockchain. 

 

From the analysis of evaluation, Figure 3 shows the 

comparison of transactions executed by three systems 

(patientory, MediLedger, and MedicalChain) per unit 

second. The results indicated that MedicalChain 

system developed in consortium-based platform 

(hyperledger fabric) perform more transactions per 

second compared with other two systems (patientory 

and MediLedger). 

 

Furthermore, Figure 4 shows the transactions 

executed to utilize 1 kilobyte of network flow of data 

in one second. These results indicated that Ethereum 

based system patientory consumes half a bandwidth 

spent by a hyperledger based system MedicalChain. 

On other hand, parity based system MediLedger use 

twice as much as bandwidth of MedicalChain and 

four times bandwidth of patientory. 

 

 

 
Figure 3 Average transactions executed on each second 
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Figure 4 Number of transactions which consume one kilobyte of blockchain network data 

 

However, Figure 5 shows the number of transactions 

healthcare systems usage to utilize 1 megabytes of 

node’s memory per unit time. The results indicated 

that hyperledger based system MedicalChain use 

over 4 transactions per 1 megabyte second of node’s 

memory. In addition, other systems i.e. Patientory 

and MediLedger used 6.8% and 1.06% of a single 

transaction respectively to consume 1 Megabytes 

Second of node’s memory. 

 

Additionally, Figure 6 shows number of transactions 

healthcare systems used to consume 1 gigahertz of a 

node’s single CPU core per unit time. The results 

indicate that hyperledger based system MedicalChain 

perform better than other two systems with 2.6 

transactions per 1 gigahertz second of node’s CPU. 

Other two systems i.e. patientory and MediLedger 

used 1.9% and 1.4% of 1 transaction to consume 1 

gigahertz second of a node’s CPU.  

 

 
Figure 5 Transactions of blockchain system which utilize one megabytes of node's memory per second  
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Finally, Figure 7 shows number of transactions used 

by healthcare system to read and write 1 megabytes 

of data per unit time from/to a node’s disk storage. 

Results indicated that ethereum based system 

patientory read and write more transactions per 1 

megabyte second than other two systems. It read and 

write 26.57% of 1 transaction per 1 megabyte second. 

Hyperledger based system MedicalChain have read 

and write 13.81% of 1 transaction per 1 megabyte 

second. The parity-based system MediLedger have 

the lowest metrics of read and write of 0.26% of 1 

transaction per 1 megabyte second. 

 

 

 
Figure 6 Transactions performed by the blockchain system in a CPU cycles per second 

 

 
Figure 7 Transactions executed to consume one megabyte of storage reads and writes per second 
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5.Discussion and analysis 
Results in this study indicated that hyperledger based 

system MedicalChain exceeds systems from parity 

and ethereum platforms (patientory and MediLedger) 

in executing more transactions per unit time, utilizing 

RAM by performing more transactions per 1 

megabyte of memory, and executing more 

transactions per one cycle of CPU. Similarly, Dinh et 

al. [55] study reveals that hyperledger fabric 

applications outperforms ethereum and parity despite 

of using different evaluation metrics like fault 

tolerance.  Nevertheless, other study [56] shows that 

hyperledger fabric achieves higher throughput and 

lower latency compared to ethereum platform. 

Consistently, these studies [57–59] indicate overall 

performance of hyperledger fabric smart contracts 

outshines other platforms smart contracts (parity and 

ethereum). Additionally, some studies [10, 50−60] 

suggest that for security purposes, confidentiality and 

privacy, permissioned blockchains (hyperledger) are 

more secure than permissionless blockchain 

(ethereum). 

 

However, despite of overall good performance of 

hyperledger based application, this study revealed 

that ethereum based application has quicker read and 

write to and from hard disk, and it consumes little 

network data than hyperledger fabric and parity-

based application. This imply that hyperledger-based 

applications fit better in the environment which 

require high security measures, connected with 

average computational devices due its ability of 

consuming low memory and low computational 

power. But in environment where writing and reading 

to/from a storage devices or overall usage of network 

bandwidth is priority then ethereum-based 

application performs better.   

 

6.Conclusion and future work 
Blockchain based systems still lag behind the 

centralized storage systems like relational databases 

by performing fewer transactions per unit time. But 

on other hand, these systems have advantage of 

providing more robust and fault tolerance way of 

storing critical information. To reap the benefits of 

this technology it is very important for healthcare 

organizations to perform a research of different 

platforms, frameworks and implementation 

approaches of this technology. This study evaluates 

the performance on blockchain based healthcare 

systems from public, private/consortium 

architectures; both from permissioned and 

permissionless platforms. The findings of the study 

indicated that the consortium-based platform have 

overall better performance than private and public 

blockchains. Unlike other studies on evaluating 

performance of blockchain platforms, this study 

focused on healthcare-based applications. It is 

envisaged that decision makers, healthcare 

organizations, and other researchers will make use of 

the findings in this work in selection of proper 

platform for healthcare systems implementation 

based on features they lack. In future, different 

requirements of blockchain implementation will be 

assessed for healthcare systems in the developing 

countries.  
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