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ABSTRACT

The right to the uppermost attainable standard of health is a fundamental human right. In everyday
life, mobile phones have become essential devices for most people in both developed and
developing countries. Paper-based ordering of medicines in the pharmaceutical industry is time
consuming and can enhance the spread of diseases such as COVID-19. Electronic ordering and
stock management can solve these challenges, but while it has been widely adopted in developed
countries, it remains underused in Tanzania. This study aimed to develop a mobile application
(DawaFasta) and web application which links wholesale and retail pharmacies in Tanzania, to
support electronic ordering and stock management. System and user requirements were collected
through questionnaires, interviews and observations from 105 wholesale and retail pharmacies in
Arusha, Dar es salaam and Kilimanjaro regions of Tanzania. The developed applications were
evaluated for acceptability and usability by 9 wholesale and 15 retail pharmacy personnel to assess
serviceability and usefulness. The results show that 96% found it very useful. The main reason is
to bridge the gap between wholesale and retail pharmacies and provide easy access to medications.
The 4% were not sure because they were unable to distinguish between legitimate and illegitimate
online pharmacies. The application was assessed as having good usability for online pharmacy
business purposes by wholesale and retail pharmacies. This application would need further

development in order to raise awareness and add more features.
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CHAPTER ONE

INTRODUCTION

1.1  Background of the Problem

A basic human right is the right to the highest attainable level of health (Federation, 2019). In
everyday life, mobile phones have become essential devices for most people in both developed
and developing countries (Zumstein & Tréager, 2019). At the end of 2019, 5.2 billion people, or
67% of the global population, had signed up for mobile services (Global System for Mobile
Communications Association [GSMA], 2020). By 2025, it is expected that there will be about 600
million new mobile subscribers, bringing the total number of subscribers to 5.8 billion (70%of the
global population) (GSMA, 2020). Mobile technology provides multiple benefits to end-users
including easier and faster communication, opportunities and improved ability to build
relationships between organizations or industries, known as business-to-business (B2B)
(Lobaziewicz, 2015).

Online/internet pharmacies are pharmacies that deliver, distribute, or dispense drugs directly to
consumers over the internet (Fittler et al., 2018). They have been successful in attracting a
growing number of customers with their convenient home delivery services, 24 x 7 accessibility,

lucrative deals, low transaction, and product cost (Perveen et al., 2020).

According to estimates, about 4.5% of all internet searches are for health-related questions or
facts (Fittler et al., 2018). At this time, there are estimated to be 3000 online pharmacies in the
world (Ajaikumar, 2020). The global online pharmacy market was worth around USD 42.32
billion in 2018, and it is expected to be worth around USD 107.53 billion by 2025, according to
the report, with an annual growth rate of around 14.26% between 2019 and 2025 (Singh et al.,
2020). According to a survey, the online pharmacy market in North America and Europe was
valued at approximately 29.3 billion dollars in 2014, and it is expected to rise at a rate of 17.7%
annually to reach a valuation of US$ 128 billion dollars by 2023 (Zhao et al., 2020).

According to Tanzania Medicine and Medical Devices Authority (TMDA) act, any online
pharmacy services shall only be provided by a registered pharmacy and shall comply with the

provision of this regulation (The Pharmacy Act, 2020).

The online pharmacy model in Tanzania has a stringent documentation process, since they follow
strict protocols, not all medications and medicines can be ordered via the online portal; in that

case, customized services can be accessed through their pharmacies. The taxes paid on all
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transactions will largely benefit the Government (Goyal et al., 2019). The model is also mostly
based on individual websites, whereby most of the individual wholesale and some retail
pharmacies run their own websites for online product sales. One example is dawa.co.tz, a
wholesale service by Pharview which is an online pharmacy in Tanzania which deals with help in
the distribution of needed drugs and medicines to those who have no access to them (PharView,
2020).

After the onset of the COVID-19 pandemic, pharmacies, like other health services, have been on
the front lines of fighting the epidemic, and physical pharmacies have stayed open throughout
lockdowns, mitigating or preventing population transmission (Hoti et al., 2020). To achieve
social-distancing, changes were made to the premises e.g., restricting numbers of customers
accessing the pharmacy at a time and implementing delivery of pharmaceuticals. Patient anxiety
and violence have increased as a result of these steps, resulting in longer wait times (Hayden &
Parkin, 2020). Limited travel opportunities due to restricted movements have also resulted in

interruptions in the supply chain, especially for imported products (Hayden & Parkin, 2020).

Therefore, there is a need to broaden the availability of online pharmacy services. Online
pharmacies can help patients cope with the problems they face during outbreaks, epidemics, and
pandemics. The online pharmacy platform can also help pharmacies find new vendors, track
product supply in real time, and place orders from wholesalers with available stock. Overall, this
will improve product accessibility for both wholesalers and retailers.

1.2 Statement of the Problem

In Tanzania, pharmaceutical practices include a high level of personal interaction as well as
paper-based documentation such as receipts and medical forms. This may result in the spread of
pandemic diseases like COVID-19, as well as a loss of time spent visiting the pharmacy. The
COVID-19 pandemic has necessitated a shift in thought in order to prevent public interaction and
limit movement due to restricted movements. This has resulted in declining stock and a shortage
of medical supplies. As a result, digital and online resources become more relevant. Purchasing
medicines via an online mobile platform is vital because it allows for easy access in a single click
while also ensuring protection. One of the challenges of using this platform is that it may
endanger patient safety by selling counterfeit medicines. Therefore, there is a need to understand
pharmacies requirements for development of a business-to-business model and having a
centralized portal for pharmacies rather than individual websites to support safe online pharmacy

business in the country.



1.3 Rationale of the Study

To demonstrate knowledge of online pharmacies, especially mobile B2B platforms, as well as to
raise awareness of the use of mobile applications for medical supply to pharmacies in Tanzania.
The reasons for and barriers to online pharmacy model adoption, especially individual websites

and mobile applications, have been discussed.
1.4 Project Objectives
1.4.1 Main Objective

The main objective of this study was to design and develop a business-to-business (B2B) mobile

and web platform, to support adoption of online pharmacy models in Tanzania.
1.4.2 Specific Objectives

The specific objectives of this study were:

Q) To determine wholesale and retail pharmacies requirements for a B2B mobile and web

platform that is based on online pharmacy model.

(i)  To develop a mobile application (DawaFasta) and website for wholesale and retail

pharmacies with administrative control.

(iii)  To validate and deploy the mobile app platform.
15 Research Questions

Q) What are the web and mobile requirements for online/internet pharmacy applications?
(i) How should an online pharmacy's architectural solution be designed?

(iii)  How user-friendly are the proposed web and mobile apps?
1.6 Significance of the Study

A platform dedicated to keeping track of medical manufacturers and wholesalers, as well as their
locations will help pharma professionals and medical retailers save time while looking for and
ordering medicines. The platform will help retailers to place orders from their mobile phone, to
track their orders and order delivery status. The platform will include stock monitoring and
control, as well as distribution and purchase management, to prevent stock from falling above a
predetermined threshold, thus reducing the risk of inadequate drug supply. The platform will help

pharmaceutical companies activate new market lines and boost their competitive advantage
3



significantly. The platform can increase productivity and streamlining internal processes. The
mobile platform will help pharmacies to sell medicines during outbreaks, epidemics, and

pandemics.
1.7 Delineation of the Study

This study assumes that all pharmacy owners have smartphones with the ability to download apps
that allow them to order medicines online. Equally, this project assumes that all wholesale and
retail pharmacies personnel have strong internet connectivity to access both mobile and web
applications. This research has a few limitations. The small number of responses (105, a pitiful
number when compared to the number of pharmacies in Tanzania) restricted the study to
descriptive statistics. The timing of data collection was also restricted, which had a negative
impact on response rate; however, we had little flexibility in terms of study timing due to the tight
time frame for completing the analysis as part of a master's degree. A greater sample size should

be used in future studies.



CHAPTER TWO

LITERATURE REVIEW

21 General Online Pharmacies

Anyone, regardless of their location, can now purchase drugs from online pharmacies. The
distance between an online pharmacy's website and its customers is unrestricted. This allows us to
purchase drugs from anywhere without experiencing any problems (Nadia, 2019). The scope of
online pharmacy services, according to the Health Science Authority, excludes the wholesale
supply of therapeutic goods by signed orders, as well as the retail supply of controlled drugs and

compounded medicines (Health Science Authority, 2020).

Despite the fact that online pharmacies provide a consistent range of benefits to patients (e.g., 24-
hour availability, time savings, reduced rates, home delivery for chronic drug users, access to own
dispensing records, etc.), there are significant drawbacks in terms of consistency and the effect of
patient-pharmacist contact, and thus on the consulting service (llardo & Speciale, 2020). Also
much of the time, patients may not know about items offered by online drug stores and might not

have the very quality that a retail drug store may offer (Prashanti & Sravani, 2017).

In their activities, online pharmacies have also had a number of issues. It is difficult to create an
effective regulatory mechanism for internet pharmacy logistics activities, for example, due to the
reluctance of many illicit websites to reveal their actual locations (Liu, 2020). Patients are at risk
from direct access to medications on the internet because it is difficult to distinguish between
counterfeit and illicit products. Counterfeit drugs account for 10% of worldwide online drug
sales, with 30% of that taking place in developing countries such as Africa, Asia, India, and Latin
America (Saraswat & Jain, 2020).

2.2 Mobile Technology in Tanzania

Mobile technology follows the consumer everywhere he or she goes. It is made up of two-way
portable communication devices, computing devices, and the networking infrastructure that links
them (IBM, 2021). Increased internet penetration, mobile technology adoption, and improved
payment and distribution infrastructure are all factors that can help Africa's e-commerce sector to
grow (Longo & Chachage, 2015). It has been reported that, in January 2020, Tanzania had 44.13
million mobile connections; additionally, between January 2019 and January 2020, the number of
mobile connections in Tanzania increased by 709 thousand (+1.6%), and the number of mobile

connections in Tanzania in January 2020 was equivalent to 75% of the total population
5



(Datareportal, 2020). The easy accessibility of the internet provides the advantage for the
community to perform online services in the world. Tanzania had 14.72 million internet users in
January 2020, according to reports. Between 2019 and 2020, the number of internet users in
Tanzania increased by 428 thousand (+3.0%), with internet penetration reaching 25% in January
2020 (Datareportal, 2020). According to Tanzania Communication Regulatory Authority the trend
of subscription on mobile lines in raised from 40 million in 2016 to 51.2 million in 2020 and the
estimated number of internet users and penetration was 49% by December 2020 (Tanzania
Communications Regulatory Authority [TCRA], 2020). By promoting the delivery of health care

and linking patients to their health care services, mobile devices may help cut costs (West, 2013).
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24  Web Technology

Web technologies are the markup languages and multimedia packages that computers use to
interact. Because computers are unable to speak with one another in the same manner that humans
can, they must rely on codes (TMS, 2018). Web technologies are important in the health sector.
They make information and big data more available, improve information sharing among health
facilities, and make data storage and reporting easier (Philipo, 2019). In this study, web
technology refers to the platform where goods, sales, and user management will be handled.

2.5  Mobile-based Business-to-Business Pharmacy Retail

According to research, mobile drives or affects over 40% of revenue in leading B2B companies,
even in industries where revenue is historically driven by sales rather than marketing (Spero,
2017). You will reach out to more customers and break into new markets with B2B platform
solutions. Furthermore, if your B2B portal is available 24 hours a day, 7 days a week, 365 days a
year, you can accept new orders at any time and from any place (Business-to-Business Wave
[B2BWAVE], 2018). There are some efforts that have been done regarding online pharmacy
platforms so as to ease accessibility and delivery of medical services.

1 mg is a health-related online website. It delivers affordable health items to over a thousand cities
throughout India, including all forms of medications, vitamins, and nutritional supplements. It
also has a mobile app, which makes it even more available. It offers free consultations and talks
with certified health practitioners. Users can schedule lab tests and even receive reports through
the internet. It also attempts to bridge the language divide in India by publishing health-related
papers in Hindi. By providing goods and services related to different categories of medicine, it
caters to a wide range of consumer interests. As a result, it has transformed the lives of both
customers and caregivers (Bharti, 2020).

Frank Arabi created Pharmlinks, a Tanzanian online website, in 2018. The platform connects
pharmaceutical wholesalers and retailers in Tanzania, allowing them to purchase high-quality
drugs from licensed pharmacies while also keeping an eye on the market. This platform is still in
its early stages of development; however, with Pharmlinks, a customer can choose goods and pay
for them online, and the items will be shipped to the customer shortly after (Tech in Africa, 2020).
The strengths of this platform are to reduce the supply and consumption of expired medicines that
are checking whether the specific drugs (products) are original or fake, up to date or expired. This
platform also is intended to locate a nearby pharmacy and access the stock with prices for each

drug as well as being able to send the orders to the specific shops and get them delivered in real
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time. Apart from these strengths the platform has some weaknesses such as, in their platform they
specified to have a mobile application which will operate only on android platform and wholesale
will operate only on website.

Joanna Bichsel and Amanda Arch founded the Kasha e-pharmacy platform in 2015, which
operates in Kenya and Rwanda. Kasha is an e-Commerce platform that specializes in
pharmaceuticals and other health-related products. Kasha has excellent and fast delivery (for a
small delivery fee) because if a customer selects a product, a Kasha agent may deliver it to the
customer directly or by motorcycle. They also distribute to pick-up locations around the country,
where women without access to mobile payment systems and who are typically low-income can
pay in cash and avoid being charged for delivery. The products are wrapped to ensure
confidentiality regardless of distribution process (FastCompany, 2021). Kasha operates in two
countries of Kenya and Rwanda. The weakness of this platform is that it’s biased, it only deals

with women’s health and self-care products.

Furthermore, the Accra-based mPharma platform in Ghana and Kenya was founded by chief
executive Greg Rockson. The mPharma provides a subscription service for pharmaceutical
inventory control. This platform's strengths are that it helps to assist pharmacies in upgrading their
physical infrastructure, as well as funding and improving their inventory system, in order to
increase the standard of service for their customers. With mPharma, revenue is based on actual
drug sales to patients. Instead of buying stock, mPharma gives it to you and handles the expiration
dates. Over 250 pharmacies in Ghana, Nigeria, Kenya, Zambia, and Zimbabwe use this process
(Quartz, 2020). The weakness of this platform is that it focuses only on inventory systems and it

takes more risk in building pharmacies infrastructure and giving stock to pharmacies.

The above are some of related works on pharmaceutical online platforms. Some focus on
implementing only android platforms, some concentrate only on women health self-care products
and others take risk to supply stocks and build pharmacies infrastructure. Therefore, this project
proposed a mobile platform (DawaFasta) that consists of web and mobile based applications
which will link wholesale and retail pharmacies in Tanzania. It will be multiplatform (android and
10S), geo-location feature will be implemented to show location of shops and to simplify product
delivery on time. Also, wholesale and retail pharmacies can use both mobile and website to

upload products, order products, receive and process orders.



CHAPTER THREE

MATERIALS AND METHODS
3.1  Study Area

The study took place in Tanzania's Dar es Salaam, Kilimanjaro, and Arusha regions. Since the
survey time was minimal, the regions were chosen for their ease of travel from one to the next.
Dar es Salaam is Tanzania's largest economic center, situated on the coast of the Indian Ocean.
Dar es Salaam has a total area of 1393 square kilometers. According to the Tanzania Bureau of
Statistics, Dar es Salaam has a population of about 4.3 million people (National Bureau of

Statistics [NBS], 2017). Also included are social, economic, and industrial activities.

Arusha, Tanzania's northernmost capital, has a population of about 1.6 million people (NBS,
2017). Arusha is a 34 526-square-kilometer area in Tanzania. Kilimanjaro National Park,
Serengeti National Park, Ngorongoro Conservation Area, Lake Manyara National Park, and
Arusha National Park are among Africa's most prominent national parks and game reserves
located in Arusha. The Kilimanjaro region is in Tanzania's mainland's north-eastern corner. It has
a population of 1.8 million people (NBS, 2017). The Kilimanjaro area spans 13 209 square
kilometers. The Kilimanjaro area contains the prominent highest snow-covered Mount
Kilimanjaro, as its name suggests. The motivation was that human health is a top priority;
therefore, since the platform connects pharmacies online, the same system could easily be
implemented in other parts of Tanzania.

3.2  Participants

Selected 89 pharmacy owners/personnel were interviewed for a total of about 20 minutes. There
were 34 (38.2%) wholesale pharmacy 55 (61.8%) retail pharmacy participants. The education
level of participants was 23 (25.8%) Secondary level, 19 (21.4%) diploma 39 (43.8%) bachelor
degree and 8 (9%) master’s degree. Participants had the following roles; 13 (14.6%) pharmacy
owners, 12 (13.5%) managers, 22 (24.7%) pharmacists, 28 (31.5%) pharmacy assistants, 11
(12.5%) pharmacy dispensers and 3 (3.4%) pharmacy clerks. A multi-stage sampling method was
used in the study. A multi-stage sampling method is a method of moving from a wide to a narrow
sample in a step-by-step manner. Samples that are clustered in a few geographic regions are
selected using multi-stage sampling. This method of sampling was chosen because it saves time
and money (Taherdoost, 2018).



3.3 Methods of Data Collection

The data for this project was collected over the course of two months in February and March of
2021. As listed underneath, questionnaires, interviews, and observations were used to collect data.

Data was gathered in both quantitative and qualitative formats.
3.3.1 Questionnaires

A self-administered questionnaire comprising of 19 questions were provided to pharmacy owners
using Google forms. Both closed ended (multiple choice) questions and questions were used. The
questions asked were on the following topics; awareness of the existence of medical
distribution/supply apps, purchases of medicines via mobile apps in the past, current medicine
ordering process, the pricing when ordering online vs other process, delivery cost and time,
challenges they face if using the app, the integrity of ordered product, whether they would like to
have a medical purchase mobile application and what features they would like to incorporated in
the app. The main objective was to determine the knowledge and awareness level of the wholesale
and retail pharmacies owners on the availability of medical distribution/supply apps
(applications), what would drive them/drove them to use such applications and other system

requirements. Survey questionnaires are presented in Appendix 2.
3.3.2 Interviews

Structured interviews were carried out with random selected pharmacy owners/personnel with the

purpose of better understanding the requirements raised in the questionnaire.
3.3.3 Observations

Observation was done after interviews. The focus was on how supplies ordering and stock
management were conducted. The aim was to collect data on what participants actually do rather
than what they claim to do. For instance, to see how medication is ordered and to see if any

customers have mentioned using a mobile application to buy medicine.
3.4 Data Analysis Methods

Quantitative and multiple-choice results were analyzed using descriptive analysis. Pie charts were
used to visualize the results. Pie charts were used because they visualize and represent data in a
simple graphical format. The Microsoft Excel tool was used in this approach. Free data responses
were analyzed using thematic analysis. Thematic analysis is a methodology for identifying,

analyzing, and reporting patterns (themes) in data, which Braun and Clarke introduced. At the
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most basic level, it organizes and describes the data set in (rich) detail. Thematic analysis was
chosen because it’s a popular and versatile method of analysis (Braun & Clarke, 2006). The R
programming was used in this method. Thematic coding was used to code the free responses, and
a text network diagram was used to describe the results. One individual did the coding and
presented the themes to people who had similar experiences (but were not interviewed) for

validation.
3.5  Mobile and Web Application Development

React-native was used in the development of the mobile app. React-native is a popular JavaScript-
based mobile app framework that allows you to build natively rendered applications. It uses a
single codebase to build iOS and android mobile apps at the same time. Appendix 3 shows some
codes for mobile application development using react-native. The web application was created
using the Laravel PHP platform, HTML, JavaScript, and CSS programming languages. The web
pages were structured using Hypertext Transfer Markup Language, and the graphical layout was
done with JavaScript and CSS (visual and aural). Furthermore, MySQL was used to build the
database. The Laravel PHP application was used on the server side. Appendix 4 shows ample

PHP codes used in web application development.
3.5.1 Development Methodology

The term "methodology™ refers to a collection of tasks that must be completed in order to turn
user specifications into a software platform. This project will be introduced using the Incremental
Model of System Development Life Cycle (SDLC), which involves incrementally implementing
and testing the product under development. The advantages of incremental model are as follows:
It produces working software quickly and efficiently during the software life cycle; it is more
versatile and less expensive to adjust scope and requirements; it is easier to test and debug during
a smaller iteration; customers can adapt to each built; and it reduces the initial delivery cost.
Danger is easier to control since risky pieces are established and dealt with during iteration
(Kyeremeh, 2019). Because of the project's future needs, which would necessitate system
adjustments, this approach is the best fit for it (Ernest et al., 2016). Incremental models have the
following steps; requirement analysis, design and development, testing/verification,

implementation, and maintenance. Figure 3 presents an incremental SDLC.
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Figure 3: Incremental System Development Life Cycle

3.5.2 Tools and Technologies Used

The following descriptions point out the technologies which were used in this project. Both mobile
and web application was developed by using the following tools:

Q) Laravel Hypertext Preprocessor Framework

Laravel is a powerful model-view-control (MVC) Hypertext Preprocessor (PHP) platform for creating
full-featured web applications with a simple and elegant toolkit. Laravel is a free open-source PHP
platform for developing web applications. Laravel is included in this project because it makes the
development process easier by simplifying repetitive tasks that are common in today's web
applications. Laravel is a full stack framework, since it offers an improved and smooth workflow for
the developer due to its vertically integrated web development environment. Laravel has proper
documentations whereby classes, coding style, methods have good and detailed explanations.
Furthermore, Laravel reduces the product development cycle because of faster integrations. Also,

Laravel gives an easy and very helpful active record implementation for running with the database.
(i) Model-view-Control

Model-view-control (MVC) is an architectural pattern that divides an application into three
logical components: Model, view, and controller. The MVC architecture pattern allows a web
application to have several views of a single model (Armel, 2014). The database management and
manipulation are the focus of the model variable. It's made up of a layer that sits between the data
and the client. Data can be stored in this component in a variety of database types, including
MySQL. The view part is in charge of displaying the information that the controller obtained
from the model. View also focuses on information and web page generation, which includes the
12



creation of a footer, header, and the uploading of data for users to access. Finally, control serves
as a bridge between the model and view components, processing all logic and requests,
manipulating data with the Model component, and interacting with Views to extract the final
output. For loading purposes, the control class is connected to the Uniform Resource Locator
(URL). It links the model, view, and other critical resources together to process HTTP requests

and generate web pages.
(i)  Cascading Style Sheets and Hypertext Markup Language

The key technologies for creating Web pages are CSS (Cascading Style Sheets) and HTML
(Hypertext Markup Language). For a number of devices, CSS provides the (visual and aural) layout. It
also explains how HTML elements should be presented/displayed in a web page. The layout of a web
page is provided by HTML. This project creates a front-end web application interface with CSS and
HTML.

(iv)  Java Script

JavaScript is a text-based programming language that allows interactive web pages to be created
on both the client and server sides. JavaScript adds interactive elements to web pages after they
have been developed using HTML and CSS.

(V) React- Native

React-native is a well-known JavaScript-based mobile app framework that lets you create natively
rendered mobile apps. The benefits of react-native, which is a framework for creating cross-
platform hybrid mobile applications. It uses a single codebase to build mobile apps for both iOS

and android at the same time (Tian et al., 2014).

(vi)  Apache Server, Mysql, Hypertext Preprocessor, Perl programming language
(XAMPP) and Structured Query Language (MySQL)

The XAMPP stands for APACHE, MariaDB, PHP, and Perl and is an open-source cross-platform
web server solution. It helps you to build a WordPress site on your computer's local web server.
The MySQL, on the other hand, is an open-source Relational Database Management System
(RDBMS) that is used to develop and manage databases. The MySQL is used in this project

because of its speed, demonstrated reliability, ease of use, and versatility.
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3.5.3 Assumptions and Dependencies Relating to the Use of a Mobile Application

Q) Wholesale and retail pharmacies personnel own smartphones.
(i) Wholesale and retail pharmacies personnel are able to use mobile applications.

(i)  Awvailability of strong internet connectivity to enable the mobile applications to connect

with the database and also users to have access to it at any time.
3.5.4 Assumptions and Dependencies Relating to the Use of a Web Application

Q) To access a web application, you will need a strong internet connection.
(i) Employees of wholesale and retail pharmacies are computer literate.

(ili)  Wholesalers need strong internet access to upload goods and retrieve reports from the

database.

(iv) High-speed internet access to enable administrators to handle the network and mobile

platforms.

(V) Strong internet connectivity is needed to synchronize goods and sales through a mobile

application that is then accessed via a web application.
3.6 Validation

Validating software entails proving by empirical proof that all software specifications have been
enforced properly and fully, and that they are traceable to system requirements (Torp, 2003).
Validation was done by 16 personnel for system acceptance. The validation steps were: Unit
testing, which focuses on validating that the smallest unit in a system satisfies the contract that is
defined by its APl and documentation (Markus & Markus, 2013). The aim was to test the
following modules; - content view, data transfer from the mobile app to the web app, user

authentication, SMS notification, and interactivity (mobile and web application).

The conceptual extension of unit testing is integration testing. The interface between two
previously tested units is tested when they are combined into a part (Jorgensen, 2014). The aim
was to merge the mobile app and the web app to see if everything was working properly. System
testing, which is done when all modules are in an integrated state and working as a single
application at that time System testing is carried out to determine if the system meets its
functional and non-functional requirements (Mahajan, 2016). User acceptance testing is the last
step before a device is approved for its intended purpose and it validates both functional as well as
nonfunctional requirements (Mahajan, 2016).
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3.7  Security

Because of the large number of smartphones on the market and the amount of sensitive data they
store, attackers are interested in exploiting them and obtaining information (Ndibwile et al.,
2018).

3.7.1 Two-factor Authentication

Two-factor authentication (2FA) is introduced as a security feature on the mobile platform. Two-
factor authentication is the mechanism by which a person requesting access demands that an
authenticating party attest their identity by providing two attributes, such as something you know
and either something you have or something you are, that are connected to the identity (Ali et al.,
2020). The 2FA is used because two methods of identification are combined to increase the
likelihood that a person, usually a mobile/computer user, is the rightful owner of that identity
(Allen & Pickup, 2017). In this study, when a user accesses the login page, he or she must provide
a username and password. These credentials are checked on the server, and the user is then
prompted for a second step authentication by receiving a one-time-password (OTP) through SMS.
The user is given access to the application once the OTP is typed correctly.

User Enters Phone Number User Gets One Time Password User Enters One Time Password
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\
|
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Figure 4: Two-Factor Authentication mechanism (Rahav, 2018)

3.7.2 Secure Socket Layer/Transport Layer Security

The Secure Socket Layer/Transport Layer Security (SSL/TLS) protocol is widely used in
applications to protect data sent between clients and servers over the Hypertext Transfer Protocol
(HTTP) (also known as HTTP over TLS (Hypertext Transfer Protocol Secure- HTTPS)) (Das &
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Samdaria, 2014). This protocol was chosen for this project because it protects against phishing
and man-in-the-middle (MITM) attacks. In this study SSL Certificates were deployed on the web
server in order to establish a secure connection using the https protocol. This helped to prevent
data from being intercepted and accessed by unintended receivers when it was sent over the

internet. The digital certificate was issued by Let's Encrypt, a nonprofit Certificate Authority that
issues SSL certificates to millions of websites.
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CHAPTER FOUR

RESULTS AND DISCUSSIONS

4.1  Results
4.1.1 Knowledge Level of Mobile Supplies Ordering Applications

It was also discovered that 104 (99 %) of wholesale and retail pharmacy personnel own
smartphones, then 82 (78 %) of respondents were unaware of the existence of medical
distribution/supply mobile apps, and that 101 (96 %) do not use mobile apps for supply or buy
medicines. The main reason is the lack of awareness about the medical mobile apps. “No, I'm not
sure, other than a daily customer contact or a visit to our shop directly or information from my

sales representatives” (ID 9), Wholesale pharmacy owner.

Awarewness on use of mobile apps for medical Analysis of the use of mobile app for medical
supply ordering

=Yes =No sYes sNo

Figure 5: Awareness and use of medical supply mobile applications
4.1.2 Perceived Advantages and Incentives to Use Mobile Supplies Ordering Applications

Out of 105 respondents 97 (92.4%) of the respondents would like to have a mobile app which
facilitates supply or purchase and makes easy access and delivery of medical services. The main
reason is it will give a wide range of medicines, reduced paperwork, quick delivery and secured
payments. “Yes, that’s a good idea due to technological growth. | see it as a benefit to the
consumer because it will cut down on paperwork and time spent buying medicines” (ID 21),

Wholesale pharmacy owner.
4.1.3 Perceived Disadvantages and Barriers to Using Mobile

Out of 105 respondents 8 (7.6%) of the respondents didn’t like to have the mobile app which

facilitates supply or purchase and makes easy access and delivery of medical services. They point
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out some barriers such as security of online products, internet theft and network
problems. “Hapana naogopa, siku hizi kuna wizi wa mtandao sana na utapeli. Hata hivo unaweza
kuagiza na usiletewe au uletewe dawa feki” (1D 33), Retail pharmacy owner. It means “No | am
afraid, these days there is a lot of internet theft and fraud. However, you can order and not be

brought or be brought fake drugs .

Intention to use mobile app for medical ordering

nYes mNo

Figure 6: Intention to use of medical supply mobile applications

4.1.4 Supplies Ordering Process, Challenges and Perceived Role of Mobile Applications

It was found that out of 105 respondents 35 (33.3%) respondents use manual ordering, 21(20%)
respondents use customer care representatives and sales representatives, 6 (5.7%) use an on-line
computer order system, 5 (4.8%) respondents use manual and phone calls and others 38 (36.2%)
use some of these processes interchangeably. Challenges include time spent visiting wholesale
pharmacies, unavailability of some medicines and delivery costs. Customers will be able to search

for different medications and save time by using a mobile application.

We always send SMS via WhatsApp the list of medicines we need to the wholesale
pharmacy, once availability of medicine is confirmed we pay and they deliver to our shop.
Or our boss sometimes visits physically the shop and buy stock (ID2) Pharmacist retail

shop.
4.1.5 Essential Features for a Mobile Supplies Ordering Application

The wholesale and retail pharmacies respondents listed the following features; Mobile app with
integrated payment system, ordering medication, quick delivery service, delivery charge, delivery

notification, location and list of wholesalers and suppliers, a chat room where they can directly
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communicate with wholesalers/suppliers and customer ca

re service. The free responses were

thermally coded and the responses were represented in a text network diagram as shown in the

Fig. 7.
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Figure 7: Text network diagram for free responses

Coded responses such as delivery, payment, place, security, chatting, and prices were a high

priority for most participants, as seen in the text netwo

rks diagram Fig. 7, with numerous

occurrences and these themes linked to each other. When you look at delivery, for example, you

will see that it's related to prices, locations, and payments. They (themes) are related because it is

impossible to deliver goods without knowing the customer's location, payment methods, and

price. The Table 1 shows some of the coded responses that were coded and exchanged with those

who had had similar experiences for validation. Respondents were asked to list any functionalities

or features that the mobile app should have.

Table 1: Examples of coded responses

No Free response Coded response (theme)

1 A list of wholesalers and suppliers, a chat room Pharmacy list, Chatting, Payment.
where | can directly communicate with
wholesalers/suppliers, means of
payment/integration with mobile phone operators or
banks.

2 The applications must be fast, show delivery time App_Response_time, Delivery and
and fake drugs Counterfeit

3 Secured payment system Security, Payment
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Q) Functional Requirements

Functional requirements (FRs) specify how a system can operate (Sun, 2010). Both a mobile app
and a web app were needed because they provide the best opportunity to reach out to more
customers while still providing a unique experience and customized content. In this project
functional requirements include: (a) The system should enable users to register, search for
products, add them to shopping carts, place orders and track order status, (b) System users must
be authenticated to use mobile platform, (c) Wholesale must register before using the platform,
(d) The system should generate visual reports which contain user details, geographical locations,
list of in and out products, date and time, and (e) The system should consist of an online ordering

syst